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Ransomware attacks are increasingly prevalent, posing significant
cybersecurity challenges. According to the National Cyber and Crypto Agency
(BSSN), ransomware incidents surged from 69,853 in 2021 and 69,854 in
2022 to 1,011,209 in 2023. As ransomware variants continue to evolve,
effective detection methods are crucial. This research proposes an ensemble
deep learning model integrating Deep Neural Networks (DNN),
Convolutional Neural Networks (CNN), and Recurrent Neural Networks
(RNN) to enhance ransomware detection accuracy. In this framework, DNN
captures complex patterns, CNN analyses static features, and RNN processes
sequential data. To address class imbalance, the Synthetic Minority Over-
sampling Technique (SMOTE) was applied during preprocessing, producing a
balanced 50:50 distribution between ransomware and non-ransomware
samples. The study uses the UGRansome dataset comprising 149,043
samples (71.44% positive, 28.56% negative) with 13 features. Experimental
results demonstrate that the ensemble model significantly outperforms
individual models, achieving an accuracy of 98.85%, precision of 98.51%,
recall of 98.68%, and an Fl-score of 98.59%. These findings highlight the
effectiveness of ensemble learning in improving ransomware detection
performance.

This is an open-access article under the CC BY-SA license.
BY SA

1. Introduction

Ransomware attacks have become increasingly frequent and severe in recent years. According to
the National Cyber and Crypto Agency (BSSN), 69,853 ransomware incidents were recorded in 2021
[1], 69,854 in 2022 [2], and 1,011,209 in 2023 [3], a fourteen-fold surge within two years. These figures
highlight the urgency of developing more effective and accurate automated detection systems.

Ransomware is a type of malware designed to restrict access to data or systems until a ransom
demanded by the attacker is paid [4]. It encrypts users' personal data on infected computers and
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demands payment in digital currency in exchange for the decryption key. If the victim does not pay
within a specified period, the threat actor may publish the victim's personal data on the Dark Web [5].
As ransomware families continue to evolve rapidly, detection models that rely on fixed signatures or
single-architecture learning are increasingly insufficient.

Prior work on single-architecture deep learning models has demonstrated varying detection
performance on comparable datasets: 86% accuracy using Recurrent Neural Networks (RNN) [6], 83%
using Artificial Neural Networks (ANN) [7], 99.18% using Convolutional Neural Networks (CNN) [8], and
96.6% using Deep Neural Networks (DNN) [9]. Although CNN achieved the highest single-model
accuracy, each architecture is inherently limited to a specific type of feature extraction CNN to
spatial/static patterns, RNN to sequential dynamics, and DNN to non-linear tabular relationships.
Consequently, no single architecture can simultaneously exploit all feature types present in network-
flow ransomware data.

Ensemble deep learning methods which combine multiple base models to produce a stronger
composite predictor have been investigated across several cybersecurity domains. Abimannan et al.
[10] conducted a comprehensive survey of ensemble multi-feature deep learning and demonstrated
consistent accuracy improvements over single-model baselines across diverse application domains.
Bingu and Jothilakshmi [11] applied a stacking ensemble of deep neural networks specifically to
intrusion detection in cloud environments, achieving superior classification compared to any individual
DNN architecture. Koike et al. [12] combined federated learning with ensemble-based classifiers for
ransomware detection via Indicators of Compromise (loC), reporting improved generalisation across
unseen ransomware variants. Por et al. [13] reviewed ensemble approaches for zero-day attack
detection in network security, underscoring the resilience gains of combining multiple deep learning
models.

Despite this body of work, a critical gap remains: no prior study has applied a stacking ensemble of
DNN, CNN, and RNN with an MLP meta-classifier specifically to the UGRansome network-flow
ransomware dataset. The studies cited above either target non-ransomware intrusion scenarios [11],
employ loC-based rather than flow-level features [12], or do not combine all three of DNN, CNN, and
RNN within a unified stacking framework [10]. The UGRansome dataset contains heterogeneous
feature types tabular statistics, categorical network flags, sequential flow records, and financial
transaction data that benefit from the complementary inductive biases of all three architectures
simultaneously.

In the proposed framework, Deep Neural Networks (DNN) model complex non-linear relationships
across all tabular features through fully connected layers [10]. Convolutional Neural Networks (CNN)
identify spatially localised patterns in the reshaped feature matrix, making them effective for detecting
static structural signatures [8]. Recurrent Neural Networks (RNN), specifically Long Short-Term Memory
(LSTM) units, capture temporal dependencies and sequential behavioural dynamics in network flow
data [11], [14].

Ensemble learning addresses four fundamental limitations of single-model systems: (1) individual
models often fail to reach optimal performance alone; (2) single models are prone to overfitting,
limiting generalisation to unseen data; (3) each model has distinct error patterns that can be offset by
combining predictions; and (4) different architectures have complementary strengths that a unified
ensemble can exploit collectively [14]. The stacking strategy employed in this study allows the MLP
meta-classifier to learn the optimal weighting of DNN, CNN, and RNN outputs for the final prediction.

2. Literature Review

Research on automated ransomware detection has expanded considerably over the past several
years, driven by the growing sophistication of ransomware variants and the limitations of traditional
signature-based methods. Prior studies can be broadly grouped into two streams: those employing single
deep learning architectures for ransomware or malware classification, and those exploring ensemble or
hybrid approaches to improve detection robustness. A review of both streams, presented chronologically
from the most recent to the earliest, reveals a consistent methodological gap that the present study is
designed to address.

The research conducted in 2024 by Koike et al. [9] combined federated learning with ensemble-based
classifiers for ransomware detection via Indicators of Compromise (loC). Their approach improved
generalisation across unseen ransomware variants and demonstrated the value of ensemble methods in
distributed security contexts. However, loC-based features such as domain names, file hashes, and
registry keys differ fundamentally from the network-flow features present in the UGRansome dataset;
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consequently, their ensemble architecture cannot leverage the sequential and spatial structure inherent
in flow-level traffic data, and it does not combine DNN, CNN, and RNN within a unified stacking
framework.

Also in 2024, Por et al. [13] conducted a systematic review of ensemble-based methods for zero-day
attack detection in network security, underscoring the resilience gains achievable by combining multiple
deep learning models. Their review reinforces the theoretical motivation for the present study but does
not provide a ransomware-specific implementation on network-flow data. In the same year, Purnama et
al. [9] applied a Deep Neural Network (DNN) to Android ransomware detection using the CIC-
InvesAndMal2019 dataset, achieving 96.6% accuracy. While the model performed well on Android
executable features, it was applied in isolation and not extended to network-flow scenarios.

The research conducted in 2023 by Abimannan et al. [10] conducted a comprehensive survey of
ensemble multi-feature deep learning models and demonstrated that combining multiple architectures
consistently yields accuracy improvements over single-model baselines across diverse application
domains. Their survey provides strong theoretical and empirical justification for the ensemble paradigm
but does not present an implementation specific to ransomware detection or network-flow data, and
does not evaluate the DNN-CNN—RNN stacking configuration examined in the present study. Also in
2023, Bingu and Jothilakshmi [11] applied a stacking ensemble of DNN-based classifiers to intrusion
detection in cloud computing environments, achieving superior classification performance compared
to individual DNN models. Although stacking is central to their approach, their ensemble targets general
network intrusions rather than ransomware, uses a cloud intrusion dataset, and does not incorporate
CNN or RNN as distinct base learners with different inductive biases.

Still in 2023, Sangher et al. [15] proposed a signature-based CNN detector trained on malicious files
sourced from VirusShare, achieving 99.18% accuracy. Although this represents a strong single-model
result, the approach depends on file-level static signatures and does not model the behavioural or
sequential dynamics of network traffic. In the same year, Thiziers et al. [7] evaluated an Artificial Neural
Network (ANN) on the Microsoft Malware Prediction dataset from Kaggle, reporting an accuracy of
approximately 83%. This result reflects the known limitation of shallow feedforward architectures when
feature distributions span heterogeneous data types, as the ANN lacked the depth and specialisation
needed for simultaneous modelling of tabular, categorical, and sequential characteristics. Also in 2023,
Almomani et al. [16] introduced an end-to-end detection system that paired AdaBoost for static feature
analysis achieving 97% accuracy with a CNN for vision-based analysis of ransomware executable images,
reaching 99.5% accuracy. This hybrid design outperformed the single-model baselines within the same
study; however, it does not incorporate recurrent modelling and was not evaluated on network-flow data.

The research conducted in 2022 by Zahoora et al. [8] proposed a more sophisticated DNN-based
approach for zero-day ransomware detection, developing a Cost-Sensitive Pareto Ensemble (CSPE-R)
strategy in which an unsupervised Contractive AutoEncoder (CAE) transformed the feature space before
a Pareto Ensemble classifier made the final prediction. While this work represents a notable effort to
combine unsupervised feature learning with ensemble classification, the ensemble is constructed entirely
from DNN-family components and does not integrate CNN or RNN architectures, leaving spatial and
sequential feature dimensions underexplored.

The research conducted in 2021 by Kim et al. [17] applied CNN with block cipher algorithms for crypto-
ransomware detection on loT devices, achieving a 97% detection rate. The approach is effective within its
hardware-constrained deployment environment but is limited by its single convolutional architecture and
domain specificity. In the same year, Efriyani and Panjaitan [6] applied a standalone Recurrent Neural
Network (RNN) to malware classification, achieving an accuracy of 86%. While RNNs are theoretically well-
suited to sequential data, the standalone model struggled to capture the static structural features present
in network flows, highlighting the inherent constraint of relying on a single architecture.

On the whole, the studies reviewed above reveal two complementary limitations. Single-
architecture models whether RNN [6], ANN [7], CNN [15], [17], or DNN [9] are each constrained to one
mode of feature extraction and therefore cannot simultaneously capture the tabular, spatial,
sequential, and categorical characteristics that coexist in network-flow ransomware data such as the
UGRansome dataset. Ensemble approaches that have been applied in cybersecurity either target non-
ransomware intrusion scenarios [11], employ loC-based rather than flow-level features [12], restrict
the ensemble to a single architecture family [8], or remain at the level of a survey without a
ransomware-specific implementation [10], [13]. No prior published study has evaluated a stacking
ensemble that deploys DNN, CNN, and RNN as complementary base learners each targeting a different
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feature dimension with an MLP meta-classifier, specifically on the UGRansome network-flow
ransomware dataset. This gap constitutes the primary motivation and novelty of the present study.

3. Method

This research proposes a stacking ensemble deep learning model integrating DNN, CNN, and RNN
as base learners, with MLP as the meta-classifier, to enhance ransomware detection accuracy [18].
Figure 1. shows the methodology of this research.
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Figure 1. Research Methodology

3.1. Dataset
This research uses the UGRansome dataset, comprising 149,043 samples (71.44% ransomware-
positive, 28.56% negative) with 13 input features. The target column ('Prediction') is counted
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separately, yielding 14 total columns in the preprocessed dataset. Table 1 provides an overview of the
dataset, and Table 2 describes the features.

Table 1. Details of The UGRansome Dataset

Description Counts
Number of Samples 149.043
Number oflnput Features 13
Target Column 1 (Prediction)
Total Columns (post-engineering) 14
Positive Samples (S) 106482 (71.44%)
Negative Samples (A) 42561 (28.56%)

Table 2. Feature Description of Dataset

Feature Name Data Type Description
Time Quantitative (Integers) Timestamp of network attacks
Protocol Qualitative (Categorical) Network protocol used (e.g., ICMP, TCP, UDP)
Flag Qualitative (Categorical) Network connecingslti?Fs: f/_\e5'|g:;'ap,:dA|§i AP, APRSF, APS,
Family Qualitative (Categorical) Network intrusion category
Clusters Quantitative (Integers) Event clusters or groups
Seed Address Qualitative (Categorical) Formatted ransomware attack links
Exp Address Qualitative (Categorical) Original ransomware attack links
BTC Numeric Values related to Bitcoin transactions in attacks
usD Numeric Financial damage in USD caused by attacks
Netflow Bytes Quantitative (Integers) Bytes transferred in network flow
IP Address Quantitative IP addresses associated with network events
Threats Quantitative Nature of threats or intrusions
Port Quantitative Network port number in events
Target column: Signature (S) = Ransomware; Anomaly (A)
Prediction* Qualitative (Categorical) = No Ransomware, counted separately from the 13 input

features

3.2. Preprocessing

Preprocessing is the first process used to prepare data for ransomware detection to improve the
performance of detection algorithms. Approaches such as feature scaling, dimensionality reduction,
and noise removal need to be performed and used on input data such as file metadata or network
traffic, this is done to improve the accuracy and efficiency of the ransomware detection procedure [20].
Preprocessing involves several steps to clean and normalise the collected data, ensuring its suitability
for machine learning models. The steps comprehensively outline the pre-processing steps performed
to ensure that the data is clean, normalised and well-structured, ready for feature extraction and model
training [12]. The UGRansome dataset underwent three main stages: data cleaning, feature
engineering, and data transformation.
a. Data Cleaning

Data cleaning is the first step in pre-processing which includes handling missing data and noise,
removing outliers, minimizing duplication, and correcting bias in the data to improve data quality [19],
resulting in the best dataset [12]. In this study, there are 2 (two) operations were performed: correction
of typographical errors in categorical field values, and removal of duplicate rows.
Correction of Typographical Errors

Inspection of the UGRansome dataset revealed that the 'Threats' label contained a systematic
typographical error, the value "Bonet" appeared in place of the correct label "Botnet". As shown in
Table 3, this error was present across multiple rows. A total of 16,523 rows contained this spelling error,
which was corrected to "Botnet" as shown in Table 4. If left uncorrected, this inconsistency would cause
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the label encoder to treat "Bonet" and "Botnet" as two distinct categories, producing an erroneous
feature representation and reducing model accuracy.

Table 3. Before Correction of Typographical Errors on UGRansome Dataset

Ti Proto  Fl Family Clus Seed Exp BT USD  Netfl P Thre Po Predic
me col ag ter Addres  Addres C ow Addr ats rt tion
s s Byte ess
s
1 51 TCP A Wanna 1 1DA11 1Bonu 1 504 5 A Bon 50 S
Cry mPS sSr7 et 61
2 41 TCP A Wanna 1 1DA11  1Bonu 1 508 7 A Bon 50 S
Cry mPS sSr7 et 61
3 31 TCP A Wanna 1 1DA11 1Bonu 1 512 15 A Bon 50 S
Cry mPS sSr7 et 61
1490 44 UDP AP DMALo 3 1DA11  1SYSTE 11 169 2171 ¢ Bon 50 A
42 cker mPS MQ 16 et 62
Table 4. After Correction of Typographical Errors on UGRansome Dataset
Ti Proto FI Family Clus Seed Exp BT USD  Netfl IP Thre Po Predic
me col ag ter Addres  Addres C ow Addr ats rt tion
s s Byte ess
s
1 51 TCP A Wanna 1 1DA11 1Bonu 1 504 5 A Botn 50 S
Cry mPS sSr7 et 61
2 41 TCP A Wanna 1 1DA11  1Bonu 1 508 7 A Botn 50 S
Cry mPS sSr7 et 61
3 31 TCP A Wanna 1 1DA11  1Bonu 1 512 15 A Botn 50 S
Cry mPS sSr7 et 61
1490 44 UDP AP DMALo 1 1DA11  1SYSTE 11 169 2171 C Botn 50 A
42 cker mPS MQ 16 et 62

Duplicate Row Removal

Following typo correction, duplicate rows were identified using a full-row comparison across all 14
columns and removed using pandas' drop_duplicates() function. As shown in Table 5, the dataset prior
to deduplication contained 149,043 rows. After removing all duplicate entries, the dataset was reduced
to 148,867 rows (Table 6), confirming that 176 duplicate rows were successfully deleted a reduction of
0.12%. This cleaned dataset served as the basis for all subsequent preprocessing steps.

Table 5. Before Duplicate Removal on UGRansome Dataset

Ti Proto  Fl Family  Clus Seed Exp BT US  Netfl P Thre  Por  Predic
me col ag ter Addres  Addres C D ow Addr ats t tion
s s Bytes ess
1 51 TCP A Wanna 1 1DA11  1Bonus 1 50 5 A Botn 50 S
Cry mPS Sr7 4 et 61
2 41 TCP A Wanna 1 1DA11  1Bonus 1 50 7 A Botn 50 S
Cry mPS Sr7 8 et 61
3 31 TCP A Wanna 1 1DA11 1Bonus 1 51 15 A Botn 50 S
Cry mPS Sr7 2 et 61
1490 44 UDP AP ToerW 3 1AEoiH 1SYSTE 10 16 3384 A Scan 50 A
42 eb YZ MQ 26 14 62
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Table 6. After Duplicate Removal on UGRansome Dataset

Ti Proto  Fl Family  Clus Seed Exp BT US  Netfl P Thre  Por  Predic
me col ag ter Addres  Addres C D ow Addr ats t tion
s s Bytes ess
1 51 TCP A Wanna 1 1DA11 1Bonus 1 50 5 A Botn 50 S
Cry mPS Sr7 4 et 61
2 41 TCP A Wanna 1 1DA11 1Bonus 1 50 7 A Botn 50 S
Cry mPS Sr7 8 et 61
3 31 TCP A Wanna 1 1DA11  1Bonus 1 51 15 A Botn 50 S
Cry mPS Sr7 2 et 61
1488 44 UDP AP  ToerW 3 1AEoiH  1SYSTE 10 16 3384 A Scan 50 A
67 eb YZ MQ 26 14 62

b. Feature Engineering

Feature engineering focuses on extracting relevant features from pre-processed data, turning raw
logs into meaningful input for machine learning models. For network activity, features such as the
number of connections per unit time, the volume of data transferred, and the frequency of
communication with external IP addresses are extracted. These features provide insight into abnormal
network behaviour, such as sudden spikes in data transfer or unexpected connections, which may
indicate ransomware activity [12]. Feature engineering (FE) involves applying various transformation
functions such as arithmetic and aggregation operators to input features, resulting in the creation of
more informative features. These transformations serve to improve data quality, whether by scaling
features or converting nonlinear relationships between features and target classes into linear
relationships, which are easier for models to learn [20]. In this research, there are two (2) feature
engineering steps were applied: (1) time correction, the 'Time' feature contained inconsistencies in
timestamp formatting that were normalised to a uniform integer representation; and (2) categorical-
to-numerical encoding, categorical features (Protocol, Flag, Family, Seed Address, Exp Address, IP
Address, Threats and Prediction) were label-encoded to produce numerical inputs compatible with the
deep learning frameworks.
Time Correction

Inspection of the 'Time' feature revealed that 139 rows contained negative values, which constitute
outliers that could cause errors during deep learning model training. To resolve this, a constant of +11
was added to each value in the 'Time' feature, shifting all negative entries to positive integers. For
example, as shown in Table 7, row 5867 contains a Time value of -3, row 5868 contains -8, and row
6706 contains -6. After applying the correction (Table 8), these values were shifted to +8, +3, and +5,
respectively. This operation eliminated all 139 negative values from the feature without altering the
relative temporal ordering of the data.

Table 7. Before Time Correction

Ti Proto FI Family Clus Seed Exp BT USD  Netfl IP Thre Po Predic
me col ag ter Addres  Addres C ow Addr ats rt tion
S S Byte ess
s
5867 -3 TCP AP Locky 1 1DA11 1Bonu 2 1 1431 C Spa 50 A
S mPS sSr7 m 68
5868 -8 TCP AP Locky 1 1DA11 1Bonu 2 1 1452 C Spa 50 A
S mPS sSr7 m 68
6706 -6 ICMP R NoobC 1 INKi9A  1SYSTE 22 183 2741 C Black 50 S
rypt KS MQ 59 list 62
1485 -3 ICMP  AF Locky 1 1DA11 1DiCeT 30 213 35 C UDP 50 S
15 mPS j8 45 Scan 68
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Table 8. After Time Correction

Ti Proto  FI Family  Clus Seed Exp BT USD  Netfl IP Thre Po Predic
me col ag ter Addres  Addres C ow Addr ats rt tion
S S Byte ess
s
5867 8 TCP AP Locky 1 1DA11 1Bonu 2 1 1431 C Spa 50 A
S mPS sSr7 m 68
5868 3 TCP AP Locky 1 1DA11 1Bonu 2 1 1452 C Spa 50 A
S mPS sSr7 m 68
6706 5 ICMP R NoobC 1 INKi9A  1SYSTE 22 183 2741 C Black 50 S
rypt KS MQ 59 list 62
1485 8 ICMP  AF Locky 1 1DA11 1DiCeT 30 213 35 C UDP 50 S
15 mPS j8 45 Scan 68

Categorical-to-numerical Encoding

Eight features in the UGRansome dataset are stored as categorical (string) variables that cannot be
directly processed by deep learning frameworks: Protocol, Flag, Family, Seed Address, Exp Address, IP
Address, Threats, and Prediction. These features were converted to integer representations using scikit-
learn's LabelEncoder(), which assigns a unique integer to each distinct category value. As shown in Table
9, the original dataset contains string labels in these eight columns. After encoding (Table 10), each
string value is replaced by its corresponding integer index — for example, Protocol "TCP" - 1, "UDP"
- 2; Flag "A" - 0, "AP" = 2; Family "WannaCry" - 16, "DMALocker" - 15; and Prediction "S"
(Signature/Ransomware) - 1, "A" (Anomaly/No Ransomware) - 0.

Table 9. Before Categorical to Numeric Encoding

Ti Proto FI Family Clus Seed Exp BT USD  Netfl IP Thre Po Predic
me col ag ter Addres  Addres C ow Addr ats rt tion
s s Byte ess
s
1 51 TCP A Wanna 1 1DA11 1Bonu 1 504 5 A Botn 50 S
Cry mPS sSr7 et 61
2 41 TCP A Wanna 1 1DA11 1Bonu 1 508 7 A Botn 50 S
Cry mPS sSr7 et 61
3 31 TCP A Wanna 1 1DA11 1Bonu 1 512 15 A Botn 50 S
Cry mPS sSr7 et 61
1490 44 UDP AP DMALo 3 1DA11  1SYSTE 11 169 2171 C Scan 50 A
42 cker mPS MQ 16 62

Table 10. After Categorical to Numeric Encoding

Ti Proto Fla Fam Clust Seed Exp BT usb Netflo IP Thre  Por  Predict
me col g ily er Addr  Addr C w Addr ats t ion
ess ess Bytes ess
1 51 1 0 16 1 2 2 1 4.738 0.452 0 2 50 1
137 118 61
2 41 1 0 16 1 2 2 1 4.747 0.225 0 2 50 1
510 776 61
3 31 1 0 16 1 2 2 1 4.756 0.477 0 2 50 1
828 742 61
1490 44 2 2 15 3 1 2 11 6.338 0.572 0 6 50 0
42 345 778 62

Label encoding was selected over one-hot encoding for two reasons. First, DNN and CNN
architectures accept dense integer inputs directly. Second, the Embedding Layer in the RNN
architecture is specifically designed to learn dense vector representations from integer-indexed
categories, making integer encoding the appropriate input format. Following encoding, all 14 columns
(13 input features and 1 target label) contained numerical values compatible with the DL frameworks.

c. Data Transformation

Data transformation techniques are methods used during the data preprocessing stage to change
the form, format, structure, or distribution of data into a representation that is more suitable for
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analysis and machine learning. These transformations are performed to make the data easier for
algorithms to process, improve the quality of the relationship between input and output variables, and
help models generate more accurate predictions [21]. The purpose of data transformation is to improve
accuracy by reducing errors and noise in the data [22]. In the UGRansome dataset, there are 3 features
that need to be transformed so that the dataset is closer to normal, i.e. NetFlow bytes, USD and BTC
features. 3 (three) features : NetFlow Bytes, USD, and BTC exhibited strong positive skewness that, if
left untreated, would cause gradient instability and bias the model toward outlier values. Table 11
summarises the skewness of each feature before and after transformation, and the following sub-
sections describe the method applied to each.

Table 11. Feature Skewness Before and After Data Transformation

Feature Transformation Skewness Before Skewness After Interpretation
NetFlow Bytes Log (loglp) = +8.20 = +0.40 Strong right skew - near-
normal; e.g. 3384 - 2.211249

usD Square root (Vx) = +6.85 = +0.62 Extreme right skew reduced;

e.g. 1614 -> 6.338345
BTC Yeo-Johnson ~+7.10 ~+0.35 Zero/near-zero values

normalised; e.g. 1026 -
3.851511
NetFlow

The NetFlow Bytes feature required a logarithmic transformation to minimise scale disparity
between extreme values, normalise the distribution, and mitigate the impact of outliers. Prior to
transformation (Table 12), the feature exhibited a skewness of approximately +8.20 for instance, row
149042 held a high value of 3,384 compared to row 1 with a baseline of only 5. After applying the loglp
transformation (Table 13), the value in row 149042 was compressed to 2.211249, while row 1 adjusted
to 1.162283. Post-transformation skewness reduced to = +0.40, indicating a near-normal distribution
suitable for gradient-based training.

Table 12. NetFlow Bytes Before Data Transformation

Tim  Proto Fla Fami Clust Seed Exp BT us Netfl IP Thre Por  Predicti
e col g ly er Addr Addr C D ow Addr ats t on
ess ess Bytes ess

1 51 1 0 16 1 2 2 1 504 5 8 1 506 1
1

2 41 1 0 16 1 2 2 1 508 7 0 1 506 1
1

3 31 1 0 16 1 2 2 1 512 15 0 1 506 1
1

1490 44 2 2 15 3 1 6 102 161 3384 0 6 506 0
42 6 4 2

Table 13. NetFlow Bytes After Data Transformation

Ti Proto Fla Fami Clust Seed Exp BT us Netflo P Thre Por  Predict
me col g ly er Addr Addr C D w Addr ats t ion
ess ess Bytes ess
1 51 1 0 16 1 2 2 1 50 1.1622 0 1 50 1
4 83 61
2 41 1 0 16 1 2 2 1 50 1.1247 0 1 50 1
6 48 61
3 31 1 0 16 1 2 2 1 51 1.3277 0 1 50 1
2 61 61
1490 44 2 2 15 3 1 6 10 16 2.2112 0 6 50 0
42 26 14 49 62

usD

The USD feature was transformed using a square root transformation, which is recommended for
discretely distributed non-negative variables to stabilise variance and separate it from the mean [22].
Prior to transformation (Table 14), the USD column exhibited a skewness of approximately +6.85; row
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149042 contained an extreme value of 1,614 compared to row 1's baseline of 504. After applying the
square root transformation (Table 15), these values were proportionally scaled down to 6.338345 and
4.738137, respectively. Post-transformation skewness reduced to = +0.62, substantially improving
distributional symmetry.

Table 14. Before USD Before Data Transformation

Ti Proto Fla Fami Clust Seed Exp BT us Netflo P Thre Por  Predict
me col g ly er Addr Addr C D w Addr ats t ion
ess ess Bytes ess
1 51 1 0 16 1 2 2 1 50 1.1622 0 1 50 1
4 83 61
2 41 1 0 16 1 2 2 1 50 1.1247 0 1 50 1
6 48 61
3 31 1 0 16 1 2 2 1 51  1.3277 0 1 50 1
2 61 61
1490 44 2 2 15 3 1 6 10 16 2.2112 0 6 50 0
42 26 14 49 62

Table 15. USD After Data Transformation

Ti Proto Fla Fam Clust Seed Exp BT usb Netflo IP Thre  Por  Predict
me col g ily er Addr  Addr C w Addr ats t ion
ess ess Bytes ess
1 51 1 0 16 1 2 2 1 4.738 1.162 0 1 50 1
137 283 61
2 41 1 0 16 1 2 2 1 4.747 1.124 0 1 50 1
510 748 61
3 31 1 0 16 1 2 2 1 4.756 1.327 0 1 50 1
828 761 61
1490 44 2 2 15 3 1 6 10 6.338 2.211 0 6 50 0
42 26 345 249 62

BTC

The BTC feature was transformed using the Yeo-Johnson method. This statistical technique is highly
effective for stabilizing variance and normalizing data that accommodates both positive and negative
values [23]. A standard log transformation was not applicable here because BTC values include entries
at or near zero. Prior to transformation (Table 16), the BTC column exhibited a skewness of
approximately +7.10; row 149042 held a raw value of 1,026 compared to row 1's baseline of 1. After
applying the Yeo-Johnson transformation (Table 17), the value in row 149042 was reduced to 3.851511,
while row 1 adjusted to 0.653261. Post-transformation skewness reduced to = +0.35, the closest to
symmetry among the three features, successfully conditioning the BTC distribution for stable gradient-
based optimisation.

Table 16. BTC Before Data Transformation

Ti Proto Fla Fam Clust Seed Exp BT usD Netflo IP Thre  Por  Predict
me col g ily er Addr Addr C w Addr ats t ion
ess ess Bytes ess
1 51 1 0 16 1 2 2 1 4.738 1.162 0 1 50 1
137 283 61
2 41 1 0 16 1 2 2 1 4.747 1.124 0 1 50 1
510 748 61
3 31 1 0 16 1 2 2 1 4.756 1.327 0 1 50 1
828 761 61
1490 44 2 2 15 3 1 6 10 6.338 2.211 0 6 50 0
42 26 345 249 62
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Table 17. After Data Transformation

Ti Proto FI Fam BTC usD Netflo IP Thre  Por  Predic
me col ag ily w Addr ats t tion
Bytes ess
1 51 1 0 16 0.653 4.738 1.162 0 1 50 1
261 137 283 61
2 41 1 0 16 0.653 4.747 1.124 0 1 50 1
261 510 748 61
3 31 1 0 16 0.653 4.756  1.327 0 1 50 1
261 828 761 61
1490 44 2 2 15 3.851 6.338 2211 0 6 50 0
42 511 345 249 62

Following the complete preprocessing pipeline data cleaning, feature engineering, and data
transformation, the dataset comprised 148,867 rows and 14 columns (13 input features and 1 target
label), with all features in numerical format and all skewed distributions brought within acceptable
bounds (|skewness| < 1.0) for gradient-based deep learning training. This preprocessed dataset was
passed to the training and hyperparameter tuning stage described in Section 3.3.

3.3. Training and Hyperparameter Tuning

The cleaned dataset of 148,867 rows (resulting from the preprocessing pipeline described in Section
3.2) was divided into training and test sets using scikit-learn's train_test_split() with an 80/20 ratio. The
training set comprised 119,093 rows and the test set comprised 29,774 rows. Table 18 summarises the
data split configuration.

Table 18. Dataset Split Configuration

Split Proportion Number of Rows Notes
Training Set 80% 119,093 SMOTE applied - 170,088
balanced samples
Test Set 20% 29,774 No SMOTE - preserves real
distribution for evaluation
Total (cleaned) 100% 148,867 -

Inspection of the training set revealed a significant class imbalance: 34,049 samples belonged to
Class 0 (Anomaly = no ransomware) versus 85,044 samples in Class 1 (Signature = ransomware),
representing a 28.6% to 71.4% distribution. Left unaddressed, this imbalance would bias the model
toward the majority class and inflate accuracy metrics without improving genuine detection capability.
To address this imbalance, the Synthetic Minority Over-sampling Technique (SMOTE) was applied
exclusively to the training set. Applying SMOTE only to the training set and not the test set is critical to
prevent data leakage, which would otherwise produce overly optimistic evaluation metrics that do not
reflect real-world performance. SMOTE generated 50,995 synthetic samples for Class 0 (Anomaly),
producing a fully balanced training corpus of 170,088 samples with a 50:50 class ratio (85,044 per class).
Table 19 details the class distribution before and after SMOTE. Figures 2 and 3 illustrate these
distributions visually.
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Table 19. Class Distribution Before and After SMOTE

Class Label Before SMOTE After SMOTE
0 — Anomaly (No A 34,049 85,044
Ransomware)
1 — Signature S 85,044 85,044
(Ransomware)
Total - 119,093 170,088
Class Ratio - 28.6% :71.4% 50% : 50%

Class Distribution Before SMOTE
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Figure 2. Total Data Distribution Before SMOTE Involvement
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Figure 3. Total Data Distribution After SMOTE Involvement

A 50:50 SMOTE ratio was selected because ransomware detection is a high-sensitivity task in which
false negatives (missed ransomware) carry significantly higher costs than false positives. Balanced
training data ensures the model learns equally representative decision boundaries for both classes,
consistent with best practice for security-critical classification tasks [24] [25]. Figure 2 shows the class
distribution before SMOTE and Figure 3 shows the balanced distribution after SMOTE.

Following SMOTE, all features in the training set were standardised using scikit-learn's
StandardScaler(), which transforms each feature to have a mean of 0 and a standard deviation of 1. The
same scaler fitted on the training set only was applied to the test set to prevent information leakage.
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Standardisation ensures that features with larger absolute magnitudes (such as Port numbers in the
range 5061-5068) do not dominate gradient updates over features with smaller scales (such as the
encoded Protocol values 0-2). The three deep learning architectures were implemented as separate
functions (build_dnn(), build_cnn(), build_rnn()). DNN and CNN accept input in 2D format (samples x
features), while RNN accepts input in 3D format (samples x timesteps x features) to accommodate the
temporal sequence structure required by the LSTM layer. To optimise each model's performance,
hyperparameter tuning was performed using GridSearchCV (Grid Search Cross-Validation) from scikit-
learn.

GridSearchCV (Grid Search Cross Validation) is a hyperparameter tuning optimization method in
machine learning used to systematically find the best parameter combination for an algorithm through
a grid search and cross-validation process. This method is available in the scikit-learn library and is
commonly used to improve the performance of machine learning models [26]. In this research,
Hyperparameter tuning was performed using GridSearchCV with 3-fold cross-validation across DNN,
CNN, and RNN architectures. The search grid included: epochs € {10, 20}, batch size € {16, 32}, learning
rate € {0.001, 0.01}, and dropout rate € {0.3, 0.5}. Table 3 reports the best hyperparameter
combination for each model.

Table 20. Best Hyperparameter Combinations from GridSearchCV (3-Fold CV)

. Best Learning Best Dropout
Model Best Epochs Best Batch Size Rate Rate Val. Accuracy
DNN 20 16 0.001 0.3 95.07%
CNN 20 32 0.001 0.3 96.13%
RNN 10 16 0.01 0.5 93.49%

The results in Table 19 reveal that DNN and CNN converged best with a lower learning rate (0.001),
more epochs (20), and a lower dropout rate (0.3), indicating these architectures benefit from slower,
more stable gradient updates with less regularisation. In contrast, RNN achieved its best validation
accuracy with a higher learning rate (0.01), fewer epochs (10), and a higher dropout rate (0.5),
consistent with the known tendency of LSTM-based RNNs to converge faster but require stronger
regularisation to prevent overfitting on sequential data.

3.4. Ensemble Learning Strategy

This research proposes an ensemble deep learning model that integrates Deep Neural Networks
(DNN), Convolutional Neural Networks (CNN), and Recurrent Neural Networks (RNN) to enhance
ransomware detection accuracy. These models are used as base learners while MLP (Multi-Layer
Perceptron) is used as a meta classifier. MLP Classifier uses neural networks to make correct predictions
for the test dataset after thousands of iterations of training results [27]. The meta classifier is in charge
of combining the predictions from the base learners to make the final prediction. The ensemble
technique used is stacking ensemble with MLP Classifier as the final estimator. To increase the visibility
of minority classes, the method used is SMOTE. The multiclass problem is reduced to binary by applying
the 1 to 1 decomposition technique. Figure 4 shows the intuition of the stacking ensemble model used
in this research.
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Figure 4. Ensemble Stacking Model Architecture

a. DNN

The DNN accepts 13 numerical input features (post-encoding and scaling). The network consists of
an input layer, two hidden layers (64 ReLU units and 32 ReLU units with dropout), and an output layer
with 3 Softmax units for multiclass classification.

In this research, the authors uses the Adam optimizer with a tuneable learning rate. Adam Optimizer
(Adaptive Moment Estimation) is a deep learning optimization algorithm used to adaptively update the
weights of a neural network during the model training process. By combining the strengths of the
Momentum and RMSprop methods, this algorithm can accelerate convergence and improve the
stability of the learning process [28].

b. RNN

In this research, the author uses RNN, specifically the LSTM type to address the vanishing gradient
problem. Input data is reshaped to 3D format (samples x timesteps x features). An Embedding Layer
(vocab_size = 20, embedding_dim = 16) is applied to categorical features that retain ordinal integer
encoding after label encoding. Justification for Embedding Layer: although the dataset is primarily
tabular, the categorical features encoded as integers (Protocol, Flag, Family, etc.) represent nominal
class indices rather than continuous values. The Embedding Layer maps each integer index to a dense
vector representation, allowing the LSTM to learn richer inter-category relationships than raw integer
inputs would afford. The LSTM layer has 64 units (ReLU), followed by a 32-unit dense hidden layer, and
a 3-unit Softmax output.

c. CNN

In this research, the input data is reshaped to 3D (samples x features x 1) for convolutional
processing. Two convolutional layers are used (32 filters then 64 filters) with max pooling and dropout.
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A flattening step reduces the output to 2D, which is passed to a 32-unit dense layer (ReLU), and finally
to a 3-unit Softmax output. The Adam optimiser is used throughout.

3.5. Performance Evaluation Metrics

This research uses 4 (four) evaluation metrics as follows: accuracy, precision, recall and F1-score.
Accuracy is the percentage of correct predictions across all predictions. Precision is the percentage of
correct predictions of a label across all predictions that predict the label. Recall is the percentage of
correct predictions of a label across all data that actually is that label [29]. F1-Score is obtained by
averaging precision and recall equally [30].

a. Accuracy

The accuracy measures how effectively the model consistently produces reliable predictions.
Accuracy is calculated as the proportion of correctly predicted samples to all samples in the data set.
Model accuracy measures how effectively the model consistently produces reliable predictions.
Accuracy is calculated as the proportion of correctly predicted samples to all samples in the data set
[31]. In generally, accuracy is represented [30] as Eq. (1).

(1)

TP + TN )

A - (
ccuracy = \Tp + TN + FP + FN

TP is an acronym for True Positive. The projected value and the actual value match, and both are
positive. FP is an acronym for False Positive. The actual value is negative, but the anticipated value is
positive, indicating that the predicted value was incorrect. Another name for it is a type 1 mistake. FN
is an acronym for False Negative. It is an incorrectly projected value. Although it was projected to be
negative, the actual value is positive. Another name for it is a type 2 mistake. TN is an acronym for True
Negative. The actual value and the anticipated value are the same. Both the expected and actual values
are negative [30].

b. Precision

The precision measures how many distinct positive samples (projected ransomware attacks) there
were among all the samples the model predicted to be positive. This statistic is used to assess how well
the model can make accurate predictions [32]. In generally, precision is represented [29] as Eq. (2).

Precisi ( TP )
recision = {75 (2)

c. Recall

Recall measures the model's ability to identify positive samples, i.e. correctly predicted ransomware
attacks among all the true positive samples in the data set. It is a statistic used to evaluate how resilient
the model is to false negative results [32]. In generally, recall is represented [29] as Eq. (3).

TP (3)
Recall = (—)
A= TP+ FN
d. F1-Score
The F1 score is gained by harmoniously averaging precision and recall. It is a single number that
fairly assesses the model's performance in terms of recall and precision. Accuracy and recall are well
balanced when F1 is strong. In generally, recall is represented [32] as Eq. (4).

Presisi X Recall
) (4)

F1-S =2X|——
core <Presisi + Recall

3.6. Instrumentation

The instrumentation used in this research includes hardware and software that supports data
processing, training, and testing of deep learning models. The hardware used is an HP 240 G7 Notebook
PC laptop with Intel® Core™ i3-1005G1 processor specifications, 8 GB RAM, and 1 TB harddisk storage.
Meanwhile, the software used includes Python as the main programming language, TensorFlow for
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building and training deep learning models, Jupyter Notebook for data development and analysis.
Pandas and NumPy were used in the data manipulation process. Scikit-learn is utilised for preprocessing
and model evaluation. Matplotlib.pyplot and Seaborn were used for data visualisation and Streamlit
was used to build an interactive web application interface. This combination of hardware and software
ensures the research can run optimally in exploring data, training models, and analysing results to
improve the accuracy of ransomware detection on the UGRansome dataset.

4. Results and Discussion

Table 4 presents the performance of each model on the UGRansome test set (Figure 5 provides the
corresponding bar chart). The ensemble model achieves 98.85% accuracy, 98.51% precision, 98.68%
recall, and 98.59% F1-score, outperforming all individual base models. To evaluate whether the
ensemble model built has greater robustness and generalisation across various datasets and
ransomware variants, in addition to being implemented on the UGRansom dataset, the author also
implements the ensemble model on the Microsoft Malware Prediction Dataset created by [31], and
Ransomware Detection created by [33].

Model performance bar chart - UGRansome Dataset
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Figure 4. Model performance bar chart — UGRansome Dataset
Table 21. Performance Comparison - UGRansome Dataset
Model Accuracy Precision Recall F1-Score
RNN 93.49% 90.77% 95.12% 92.46%
CNN 96.13% 94.50% 96.35% 95.36%
DNN 95.07% 93.14% 95.31% 94.12%
Ensemble 98.85% 98.51% 98.68% 98.59%

The ensemble model's superior performance can be attributed to the complementary inductive
biases of its base learners. DNN captures non-linear dependencies across all 13 features
simultaneously; CNN identifies spatially localised patterns in the reshaped feature matrix; RNN (LSTM)
models temporal ordering through the sequential structure of the network-flow data. When these
specialised representations are combined by the MLP meta-classifier, the resulting decision boundary
is richer than any single model can achieve. The improvement from the best single model (CNN, 96.13%)
to the ensemble (98.85%), a gain of approximately 2.7 percentage points is consistent with theoretical
expectations for stacking ensembles in the presence of low model correlation [10], [18].
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Figure 5. Model performance bar chart - Microsoft Malware Prediction Dataset
Table 22. Performance Comparison - Microsoft Malware Prediction Dataset
Model Accuracy Precision Recall F1-Score
RNN 85.72% 88.26% 85.72% 80.98%
CNN 86.78% 87.21% 86.78% 85.74%
DNN 88.20% 88.24% 88.20% 88.14%
Ensemble 88.38% 88.44% 88.38% 88.33%

On the Microsoft Malware Prediction Dataset (see in Table 5), the ensemble improvement over the
best single model (DNN, 88.20%) is modest at approximately 0.18 percentage points. This marginal gain
reflects the nature of this dataset: it is a static metadata-based PE file corpus where DNN already
extracts most discriminative features effectively, leaving limited complementary signal for CNN and
RNN to contribute. This result highlights an important limitation, the benefit of ensemble stacking is
dataset-dependent. Where data contains heterogeneous feature types (tabular statistics, sequential
patterns, and spatial structure, as in UGRansome), stacking is highly effective. In more homogeneous
datasets, individual architectures may approach the ensemble ceiling.

Model performance bar chart - Ransomware Detection Dataset
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Figure 6. Model performance bar chart - Ransomware Detection Dataset
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Table 23. Performance Comparison - Ransomware Detection Dataset

Model Accuracy Precision Recall F1-Score
RNN 97.62% 96.90% 97.84% 97.35%
CNN 96.94% 96.90% 97.18% 96.59%
DNN 96.35% 95.35% 96.63% 95.94%

Ensemble 98.17% 97.94% 98.27% 97.94%

On the Ransomware Detection Dataset (Table 6), the ensemble achieves 98.17% accuracy,
improving on the best single model (RNN, 97.62%) by 0.55 percentage points. The consistent direction
of improvement across all three datasets supports the generalisation of the stacking approach, while
the magnitude of improvement appropriately reflects dataset characteristics.

5. Conclusion

This study proposed a stacking ensemble deep learning model combining DNN, CNN, and RNN (with
MLP as meta-classifier) for ransomware detection on the UGRansome dataset. The ensemble model
achieved 98.85% accuracy, 98.51% precision, 98.68% recall, and 98.59% F1-score, consistently
outperforming each individual base model. Experiments on two additional datasets (Microsoft Malware
Prediction and Ransomware Detection) confirmed that the ensemble direction of improvement
generalises across datasets, though the magnitude varies with data characteristics.

It should be noted that all evaluations used a single 80:20 train-test split. Conclusions regarding
robustness and generalisation are therefore tentative; k-fold cross-validation and statistical significance
tests (e.g., McNemar's test) would provide stronger empirical support and are recommended for future
work. Future research directions include: (1) implementation in a real-time ransomware detection
system to evaluate processing latency and prediction fidelity under live traffic; (2) integration of
knowledge-based feature selection or Autoencoder-based dimensionality reduction to improve feature
relevance; (3) exploration of alternative ensemble strategies (bagging, boosting) to determine whether
other combination methods yield further performance gains; and (4) evaluation using k-fold cross-
validation and statistical tests to provide stronger evidence of generalisation.
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