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Abstract  

The rapid growth of Internet of Thing (IoT) devices in highly connected mobile 
environments has increases the risk of malware propagation. Existing studies 
mainly focus on either malware propagation modeling or malware detection, 
leaving a gap between understanding malware spread and accurately 
identifying attacks. This study proposes SEIR-DLFNet, a unified framework 
integrating an extended Susceptible-Exposed-Infected-Recovered (SEIR) 
model with a hybrid Transformer BiLSTM network. The SEIR model captures 
device-to-device communication, mobility, partial immunity loss, and 
quarantine mechanisms to generate synthetic traffic that augments the 
CICIoT2023 and CIC IoT-DIAD 2024 datasets. Experimental  results show that 
SEIR-DLFNet achieves 99.31% accuracy, 99.28% F1-score, and 99.44% AUC-
ROC across seven attack categories. SEIR-based synthetic data augmentation 
improves detection accuracy by 2.71 percentage points compared with using 
empirical data alone. Furthermore, zero-shot evaluation on a previously 
unseen polymorphic Mirai variant achieves an F1-score of 94.17%, 
outperforming the strongest baseline by 6.84 percentage points. These result 
demonstrate that integrating epidemic-based malware propagation 
modeling with deep learning enhances both malware detection performance 
and generalization to emerging IoT threats. 

 

 

1. Introduction 

The Internet of Things (IoT) has experienced remarkable expansion over the last decade, and the 
number of connected devices worldwide is expected to exceed 29 billion by 2030 [1], [2]. A significant 
portion of this growth is occurring within mobile and highly dynamic environments, such as smart 
healthcare systems, connected transportation networks, and Industry 4.0 manufacturing facilities. 
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These environments are characterized by device mobility, intermittent connectivity, and limited 
computational resources, making them particularly vulnerable to malware that exploits temporary 
network interactions and inadequate security mechanisms [3]. 

At the same time, IoT malware has become increasingly sophisticated. What began as relatively 
simple botnets, such as Mirai, has evolved into advanced, polymorphic malware capable of spreading 
autonomously across multiple communication technologies, including Wi-Fi, Bluetooth, ZigBee, and 
cellular device-to-device (D2D) networks [4], [5]. The growing severity of this threat is reflected in the 
2023 Kaspersky IoT Threat Report, which reported an 182% increase in IoT-targeted malware attacks 
compared to the previous year [6]. Despite this trend, many existing detection approaches continue to 
treat malware identification as a static classification problem, overlooking the dynamic propagation 
behavior that drives the spread of infections across interconnected devices. 

To better understand malware transmission, epidemic-based models such as the Susceptible–
Exposed–Infected–Recovered (SEIR) framework have been widely adopted [7], [8]. Recent studies have 
enhanced these models by incorporating node-level infection dynamics and complex network 
characteristics. For example, Quiroga-Sánchez et al. (2025) [9] proposed the SEIRS-NIMFA model to 
capture individual-node behavior in IoT networks, while Asadi et al. (2025) [10] integrated SEIR 
modeling with clustering techniques to represent scale-free network structures. Although these 
approaches provide valuable insights into malware propagation patterns, their outputs are rarely 
utilized to support or improve machine-learning-based detection systems. 

Meanwhile, deep learning has become the leading approach for IoT malware detection. Models 
based on convolutional neural networks (CNNs), recurrent neural networks such as LSTM and GRU, and 
Transformer architectures have consistently achieved high performance on benchmark datasets [11], 
[2], [12]. Almazroi and Ayub (2024) [13] reported an accuracy of 97.99% using a hybrid BEFSONet model 
on the N-BaIoT dataset, while Smmarwar et al. (2024) [14] demonstrated the effectiveness of a triple-
CNN architecture for detecting diverse IoT attack types. Nevertheless, these models rely almost entirely 
on historical traffic traces for training, limiting their ability to recognize emerging malware variants and 
rapidly evolving attack behaviors. 

To overcome these limitations, this research proposes SEIR-DLFNet, a unified framework that tightly 
integrates malware propagation modeling and deep learning–based detection within a single analytical 
pipeline. The framework extends the traditional SEIR model to better represent heterogeneous mobile 
IoT environments by incorporating mobility-induced contact patterns, device-to-device communication 
mechanisms, and waning partial immunity. By bridging propagation dynamics with intelligent 
detection, the proposed approach aims to enhance both the realism of training data generation and 
the robustness of malware classification in next-generation IoT ecosystems. 

 
2. Literature Review 

Epidemic-based compartmental models have long been employed to analyze malware propagation in 
networked environments. Early adaptations of the Susceptible–Infected–Susceptible (SIS) and 
Susceptible–Infected–Recovered (SIR) frameworks for wireless sensor networks were later enhanced by 
Shen et al. [15] through the development of the HSIRD model, which accounts for heterogeneous network 
structures. Building on this foundation, Ibrahim et al. [16], [17], [18] introduced the IoT-SIEF model, 
integrating digital forensic considerations by examining how memory constraints in IoT devices influence 
botnet propagation behavior. More recently, Quiroga-Sánchez et al. [9] proposed the SEIRS-NIMFA 
model, which utilizes an N-intertwined mean-field approximation to monitor the infection status of 
individual devices within IoT networks. Their approach provides fine-grained insights into malware 
dissemination and was validated using real-world botnet traffic data through a Python-based 
implementation. In a related study, Asadi et al. [10] incorporated clustering mechanisms into an SEIR 
framework, demonstrating improved control of malware spread and lower transmission rates in scale-
free network environments compared with conventional SEIR models. 

Another notable advancement was introduced by Chen et al. [19], who developed a mobility-aware 
SEIRD model that distinguishes between infrastructure-based (INF) and device-to-device (D2D) 
transmission pathways. By incorporating group mobility patterns and density-dependent infection 
probabilities, their findings highlighted the significant influence of mobility on malware outbreak 
dynamics. Building upon these developments, the present study extends epidemic modeling by 
considering immunity decay, which allows recovered devices to become susceptible again, while also 
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linking propagation simulations directly with an intelligent malware detection framework—an integration 
that remains largely unexplored in existing epidemic-based approaches. 

In parallel, deep learning has become the dominant paradigm for IoT malware detection, gradually 
replacing conventional machine-learning techniques. Riaz et al. [20] provided one of the earliest 
comprehensive evaluations of CNN-, LSTM-, and hybrid-based architectures for IoT security applications, 
establishing important benchmark results. Subsequently, Taşcı et al. [2] proposed a one-dimensional CNN 
enhanced with a self-attention mechanism, GELU activation functions, and dropout regularization, 
achieving an accuracy of 98.36% on the CICIoT2023 dataset. Similarly, Almazroi and Ayub [13] 
demonstrated that the ensemble-based BEFSONet architecture achieved 97.99% accuracy and an AUC-
ROC of 98.37%, outperforming several standalone classifiers. In the context of connected and intelligent 
transportation systems, Almakayeel [21] applied an enhanced Transformer architecture for Android 
malware detection [22], reporting promising results on Internet of Vehicles (IoV) datasets. 

Although these deep-learning models have achieved impressive performance on benchmark datasets, 
their effectiveness often declines when confronted with previously unseen malware variants and evolving 
attack patterns [5]. This limitation arises because most models are trained solely on historical traffic traces 
that may not adequately represent future threat behaviors. To address this challenge, the present study 
employs SEIR-driven synthetic data generation [23], [24], [25], enabling the creation of training samples 
that capture the dynamic characteristics of malware propagation. Unlike conventional approaches that 
rely on isolated traffic observations, the proposed method generates data that preserve the statistical and 
temporal properties of infection spread, thereby improving model robustness and generalization against 
emerging IoT malware threats. 

 
3. Method 

The CICIoT2023 dataset [11], developed by the Canadian Institute for Cybersecurity (CIC) within a 
laboratory environment comprising 105 IoT devices, offers a large collection of labeled network flows 
encompassing 33 attack types grouped into seven major categories, namely Distributed Denial of 
Service (DDoS), Denial of Service (DoS), reconnaissance, web-based attacks, brute-force attacks, 
spoofing, and Mirai-related activities. Building upon this benchmark, the CIC IoT-DIAD 2024 dataset [26] 
broadened the scope of IoT security analysis by incorporating device identification capabilities 
alongside anomaly detection. The dataset utilizes both packet-level and flow-level feature extraction 
techniques while maintaining coverage of the same seven attack categories. Collectively, these datasets 
constitute some of the most extensive and widely adopted public benchmarks for IoT cybersecurity 
research. In this study, both datasets are employed as the primary data sources and are further 
enriched with synthetic traffic generated through the proposed SEIR-based propagation model to 
support the training and evaluation of the SEIR-DLFNet framework. 

To represent malware propagation within a dynamic IoT ecosystem, the network is modeled as a 
time-dependent contact graph, denoted as (𝐺(𝑡)  =  (𝑉, 𝐸(𝑡))), where (𝑉) represents the set of IoT 
devices and (𝐸(𝑡)) denotes the collection of active communication links at a given time (𝑡). Each device 
(𝑣 ∈ 𝑉) can exist in one of five operational states: Susceptible (𝑆), Exposed (𝐸), Infected (𝐼), 
Recovered (𝑅), or Quarantined (𝑄). The additional Quarantined state is introduced to capture the 
effect of network-level containment mechanisms, such as intrusion prevention and isolation policies, 
which temporarily remove compromised devices from normal communication activities to limit 
malware dissemination. 

The continuous-time dynamics are governed by the following system of ordinary differential 
equations 1 to 5 (ODEs) [27]: 

 
𝑑𝑆/𝑑𝑡 =  𝜇 • 𝑁 −  𝛽(𝑡) • 𝑆 • 𝐼/𝑁 −  𝜇 • 𝑆 +  𝜔 • 𝑅   (1) 
𝑑𝐸/𝑑𝑡 =  𝛽(𝑡) • 𝑆 • 𝐼/𝑁 − (𝜎 +  𝜇) • 𝐸    (2) 
𝑑𝐼/𝑑𝑡 =  𝜎 • 𝐸 − (𝛾 +  𝜅 +  𝜇) • 𝐼     (3) 
𝑑𝑅/𝑑𝑡 =  𝛾 • 𝐼 −  (𝜔 +  𝜇) • 𝑅     (4) 
𝑑𝑄/𝑑𝑡 =  𝜅 • 𝐼 − (𝛿 +  𝜇) • 𝑄     (5) 

 
where μ is the device birth/death rate capturing device churn in mobile environments; β(t) is the 

time-varying transmission rate incorporating mobility; σ is the exposure-to-infection transition rate; γ 
is the recovery rate; κ is the quarantine rate enforced by the IPS; 𝜔 is the immunity waning rate (𝑅 →
𝑆 𝑡𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛); and 𝛿 is the quarantine clearance rate. 
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To capture the influence of device mobility on malware transmission, the infection rate is modeled 
as a time-dependent parameter 𝛽(𝑡)  =  𝛽₀ •  [1 +  𝛼 • 𝑚(𝑡)], where 𝛽₀ denotes the baseline 
transmission rate, m(t) represents a normalized mobility index derived from the adopted group mobility 
model, and 𝛼 is a mobility amplification factor calibrated using real-world IoT mobility traces. The 
epidemic threshold is characterized through the basic reproduction number 𝑅₀ =  𝛽₀ • 𝜎 / [(𝜎 +
𝜇)(𝛾 + 𝜅 + 𝜇)], which serves as an indicator of whether malware can persist and spread throughout 
the network under specific operating conditions. 
 

 
Figure 1. Integrated SEIR-DLFNet framework architectures 

The proposed simulation framework solves the SEIR-Q system of ordinary differential equations 
using a fourth-order Runge–Kutta [28] numerical solver with a time step of Δt = 0.01 days over a 
simulation horizon of 90 days. During each simulation interval, the proportional distribution of devices 
across compartments is sampled to generate synthetic network traffic. The characteristics of these 
synthetic flows, including packet inter-arrival times, flow duration, and byte volume, are conditioned 
on the infection state of the corresponding devices. Traffic originating from infected devices is 
synthesized using Gaussian Mixture Models (GMMs) trained on attack traffic extracted from the 
CICIoT2023 dataset, whereas susceptible devices generate benign communication patterns. 

Because IoT traffic datasets contain both continuous variables (e.g., flow duration, packet timing, 
and byte counts) and categorical variables (e.g., protocol type, TCP flag combinations, and port 
classifications), a mixed-feature representation is employed during GMM construction. Continuous 
features are modeled directly through Gaussian distributions, while categorical attributes are 
transformed via one-hot encoding and incorporated into the same probabilistic framework. To ensure 
realism and protocol consistency, generated categorical values are mapped back to valid discrete 
states, and protocol-specific rules are enforced during post-processing. For example, TCP traffic must 
contain valid TCP flag combinations, whereas UDP traffic is restricted from carrying TCP-specific 
attributes. The optimal number of mixture components for each compartment is determined using the 
Bayesian Information Criterion (BIC) applied to the original CICIoT2023 traffic records. Through this 
process, approximately 2.3 million additional labeled flow instances are generated. 

The synthesized traffic is subsequently integrated with the CICIoT2023 dataset, containing 1.8 
million flows and 46 features, and the CIC IoT-DIAD 2024 dataset, comprising 2.1 million flows and 83 
features. Prior to integration, feature-space harmonization is performed using Principal Component 
Analysis (PCA) and Z-score normalization [29]. To mitigate class imbalance, the SMOTE-NC 
oversampling technique is applied, ensuring that the imbalance ratio between the largest and smallest 
classes does not exceed 5:1. 

For malware detection, the proposed SEIR-DLFNet model analyzes network traffic using sliding 
windows of 30 time steps. As illustrated in Figure 1, the architecture consists of three main components. 
First, a multi-head self-attention Transformer encoder with eight attention heads and 256-dimensional 
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embeddings is employed to learn long-range temporal dependencies and global traffic patterns. 
Second, a stacked Bidirectional Long Short-Term Memory (BiLSTM) network with 128 hidden units in 
each direction captures local sequential relationships and contextual information. Finally, a fully 
connected classification layer equipped with dropout regularization (𝑝 =  0.4) and a softmax 
activation function produces predictions across seven attack categories and one benign traffic class.  

The model is trained for 60 epochs using the AdamW optimizer [30] (𝑙𝑟 =  3 × 10⁻⁴, weight decay 

=  10⁻⁵) with cosine annealing scheduling. Cross-entropy loss with label smoothing (ε = 0.05) 
regularizes the output distribution. All model development and training procedures were carried out 
using PyTorch 2.1.0 on NVIDIA A100 GPUs, providing the computational resources required for large-
scale deep learning experiments. 

Table 1.  Datasets IoT malware 
Dataset Source Flows Features Classes 

CICIoT2023 CIC, Univ. New Brunswick 1.8M 46 8 (7+benign) 
CIC IoT-DIAD 2024 CIC, Univ. New Brunswick 2.1M 83 8 (7+benign) 
SEIR-Synthetic - 2.3M 46 (aligned) 8 (7+benign) 
Combined - 6.2M 46 8 

 
To eliminate the risk of temporal data leakage, where a model may inadvertently learn information 

from future traffic patterns and exploit them when predicting earlier observations, a chronological data 
partitioning strategy is employed instead of conventional random stratified sampling. All traffic flows 
from the CICIoT2023 dataset, the CIC IoT-DIAD 2024 dataset, and the SEIR-Synthetic dataset are first 
arranged according to their original timestamps. For the synthetic dataset, the simulation day 
generated during the 90-day Runge–Kutta integration process serves as the temporal reference, 
ensuring consistency with the chronological structure of the empirical datasets. After temporal 
ordering, the merged dataset is divided into three consecutive segments: the earliest 80% of records 
are allocated for training, the following 10% for validation, and the most recent 10% for testing. This 
strategy guarantees that model evaluation is performed exclusively on traffic samples that occur after 
the data used during training, thereby providing a more realistic assessment of deployment 
performance. 

To preserve temporal integrity during model optimization, conventional five-fold cross-validation is 
replaced by a forward-chaining (rolling-origin) validation approach. Under this scheme, the model is 
repeatedly trained on progressively expanding historical data and validated on the immediately 
subsequent time window. This process enables robust hyperparameter tuning while maintaining the 
chronological sequence of observations. 

Model performance is assessed using a comprehensive set of evaluation metrics, including accuracy, 
precision, recall, macro-averaged F1-score, and the Area Under the Receiver Operating Characteristic 
Curve (AUC–ROC), all computed on the held-out test set. Furthermore, paired t-tests are conducted to 
determine whether observed performance gains are statistically significant, with statistical significance 
established at 𝑝 <  0.05. 

To demonstrate the effectiveness of the proposed framework, SEIR-DLFNet is compared against five 
widely used baseline models: Random Forest (RF), XGBoost, a standalone Bidirectional Long Short-Term 
Memory (BiLSTM) network, a standalone Transformer encoder, and the self-attention-based 1D-CNN 
architecture introduced by Taşcı et al. [2]. To ensure a fair and unbiased comparison, all competing 
models are trained on the same integrated dataset and evaluated under identical experimental 
conditions. 

 
4. Results and Discussion 

The proposed SEIR-DLFNet framework is evaluated through a comprehensive experimental protocol 
covering overall classification performance, per-class detection capability, ablation analysis of 
architectural components, and the characterization of malware propagation dynamics derived from the 
extended SEIR model. Experiments are conducted using a chronological 80/10/10 train–validation–test 
split on a unified dataset containing 6.2 million labeled IoT traffic flows. To preserve temporal integrity 
and eliminate data leakage, all records are ordered according to their original capture timestamps, 
while hyperparameter selection is guided using a forward-chaining validation strategy applied 
exclusively to the training partition. 
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The evaluation is structured in a progressive manner. The first stage compares SEIR-DLFNet against 
five baseline models to assess overall classification effectiveness. This is followed by a fine-grained per-
class analysis to examine detection performance across different attack categories. Subsequently, an 
ablation study is performed to quantify the contribution of each architectural component to the final 
performance. Finally, the behavior of the SEIR-based propagation model is analyzed to explain its role 
in capturing malware diffusion patterns in mobile IoT environments. The experimental results 
consistently demonstrate that integrating epidemic-based simulation with deep learning detection 
improves robustness and yields statistically reliable gains across all evaluation metrics. 
 

 
Figure 2. Performance comparison on the combined test set 

 
Figure 2 presents the comparative performance of all evaluated models on the held-out test set. 

SEIR-DLFNet consistently outperforms all baseline approaches, achieving an accuracy of 99.31%, which 
exceeds the best-performing baseline (1D-CNN with Attention) by 2.10 percentage points. In addition, 
the model attains an F1-score of 99.28% and an AUC-ROC of 99.44%, indicating robust and stable 
performance across all evaluation classes. These results further confirm the effectiveness of the 
proposed approach in improving classification reliability under diverse IoT attack scenarios. 

 

 
Figure 3. Per-class F1-score performance of SEIR-DLFNet across the seven IoT attack categories in the 

test set  
 
Figure 3 illustrates the per-class F1-score distribution of SEIR-DLFNet across the seven attack 

categories. The results indicate consistently high detection performance, with F1-scores exceeding 
99.0% for six out of seven classes. The lowest performance is observed in the spoofing category, which 
achieves an F1-score of 97.84%. This reduction can be attributed to the close statistical resemblance 
between spoofing traffic and benign ARP communication patterns, which increases classification 
ambiguity. 
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In contrast, the model demonstrates particularly strong performance on Mirai-related attacks, 
reaching an F1-score of 99.61%. This improvement is largely driven by the incorporation of SEIR-
generated synthetic data, which effectively captures the worm-like propagation behavior characteristic 
of Mirai infections. These findings suggest that propagation-aware synthetic augmentation contributes 
significantly to enhancing detection capability for rapidly spreading malware families. 

 

 
Figure 4. SEIR epidemic curve simulation for a 500-device mobile IoT network over 90 days 

 
Figure 4 presents the simulated epidemic curves for a mobile IoT network consisting of 500 devices 

under a basic reproduction number R₀ = 3.2, calibrated from Mirai-related traffic patterns in the 
CICIoT2023 dataset. The simulation shows that the exposed compartment reaches its peak at day 8, 
involving approximately 31% of devices, followed by the infected compartment, which peaks at day 14 
with 27% of devices. 

The introduction of quarantine control (κ = 0.15/day) significantly reduces the infection peak to 
19%, indicating the effectiveness of isolation mechanisms at the network level in limiting malware 
propagation. Furthermore, the incorporation of a waning immunity parameter (ω = 0.02/day) leads to 
the emergence of a secondary infection wave around day 45, reflecting re-susceptibility effects 
observed in real-world IoT environments where continuous patching is not consistently enforced. 

Table 2. Ablation study 
Configuration Accuracy (%) F1-Score (%) Δ Acc (pp) 

SEIR-DLFNet 99.31 99.28 — 
w/o SEIR augmentation 96.60 96.53 −2.71 
w/o BiLSTM (Transformer only) 98.08 98.04 −1.23 
w/o Transformer (BiLSTM only) 98.42 98.39 −0.89 
w/o Quarantine (Q) compartment 98.87 98.83 −0.44 
Static β (no mobility model) 98.63 98.59 −0.68 

 
Table 2 reports an ablation study designed to quantify the contribution of each component within 

the proposed SEIR-DLFNet framework. The removal of SEIR-generated synthetic data results in a 
performance drop of 2.71 percentage points in accuracy (from 99.31% to 96.60%), highlighting the 
importance of simulation-driven data augmentation. Similarly, replacing the Transformer encoder with 
an additional BiLSTM layer leads to a reduction of 0.89 percentage points, while eliminating the BiLSTM 
component and relying solely on the Transformer results in a decline of 1.23 percentage points. These 
observations confirm that the two sequence modeling modules capture complementary temporal 
representations, both of which are essential for optimal performance. 

To further assess robustness under distribution shift, a zero-shot evaluation is conducted on a 
polymorphic Mirai variant (Mirai-NG) collected in a controlled laboratory environment. In this setting, 
SEIR-DLFNet is trained on CICIoT2023 combined with SEIR-generated synthetic data and tested directly 
without any retraining. The proposed model achieves an F1-score of 94.17% on Mirai-NG, 
outperforming the 1D-CNN baseline, which obtains 87.33%, yielding an improvement of 6.84 
percentage points. This result indicates that propagation-aware synthetic augmentation significantly 
enhances the model’s ability to generalize to previously unseen malware variants. 

In addition, a cross-dataset zero-shot evaluation is performed to examine generalization beyond the 
original laboratory distribution. The model is trained on the combined CICIoT2023, CIC IoT-DIAD 2024, 
and SEIR-Synthetic datasets, and evaluated directly on an external IoT intrusion dataset without any 
fine-tuning, retraining, or feature-space realignment. The learned feature representation is transferred 
directly, with only semantically matched features retained and non-overlapping attributes excluded to 
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avoid information leakage. Under this strict evaluation protocol, SEIR-DLFNet achieves competitive 
performance compared to the strongest baseline, demonstrating consistent gains in both accuracy and 
F1-score. These findings suggest that SEIR-guided synthetic augmentation produces transferable 
representations that generalize beyond the original data sources, rather than overfitting to specific 
dataset characteristics. 

From a methodological perspective, the results support the key hypothesis that epidemic 
compartmental modeling and deep learning-based detection are mutually reinforcing rather than 
independent components. The SEIR formulation introduces a mechanistic prior that captures the 
temporal distribution of malware propagation phases, including incubation, infection peak, and 
recovery dynamics. This prior enables the neural network to learn more structured decision boundaries 
that remain stable under distributional shifts, aligning with recent developments in physics-informed 
and domain-guided machine learning for trustworthy AI systems [31]. 

For practical deployment, SEIR-DLFNet is designed to operate at network gateways and edge 
computing nodes where flow-level telemetry is readily available. The Transformer–BiLSTM architecture 
comprises approximately 18.7 million trainable parameters and achieves an inference latency of 4.2 ms 
per 30-window input on an NVIDIA Jetson AGX Orin platform, demonstrating suitability for real-time 
intrusion detection in resource-constrained edge environments. 
 
5. Conclusion 

This study introduced SEIR-DLFNet, a unified framework that integrates epidemic-based malware 
propagation modeling with deep learning–based detection for mobile IoT environments. The proposed 
approach extends the classical SEIR compartmental model by incorporating mobility-aware 
transmission dynamics, device-to-device (D2D) communication, immunity waning effects, and network-
level quarantine mechanisms. Based on this extended formulation, a synthetic augmentation strategy 
is developed to capture the temporal evolution of IoT malware propagation and enrich the training 
data with realistic infection dynamics. 

When combined with a Transformer–BiLSTM hybrid classifier, SEIR-DLFNet achieves strong 
performance on the integrated CICIoT2023 and CIC IoT-DIAD 2024 benchmarks, reaching an accuracy 
of 99.31% and an AUC-ROC of 99.44%, and consistently outperforming all evaluated baselines by a 
considerable margin. The ablation study further demonstrates that SEIR-guided synthetic 
augmentation alone contributes a 2.71 percentage point improvement in accuracy, highlighting the 
importance of explicitly modeling propagation behavior during training. 

In addition, zero-shot evaluation on a polymorphic Mirai variant shows a 6.84 percentage point 
improvement over non-augmented baselines, confirming that simulation-informed training enhances 
generalization to previously unseen and evolving malware threats. Overall, these findings suggest that 
coupling epidemic modeling with deep learning provides a more robust and transferable learning 
paradigm for IoT malware detection in dynamic network environments. 
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