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Abstract 

Indonesia’s rapid digital transformation has improved efficiency, accuracy, 
performance, and accessibility across sectors, but has increased the 
complexity of cyberattacks. A 2023 BSSN report recorded more than 603 
million cyberattacks, highlighting the need for stronger cybersecurity 
resilience. Digital Forensic Readiness (DFR) is essential to ensure 
organizations identify, preserve, and manage digital evidence during 
incidents. This study evaluates DFR in universities using the COBIT 2019 
framework. A convergent mixed-methods design involved 10 IT managers or 
department heads from private universities in Yogyakarta. Questionnaire 
responses were converted into capability indices from 0 to 5 using weighted 
frequencies, while interview data were analyzed thematically and integrated 
with quantitative findings. The results show most processes at capability 
level 3, although capability varied across institutions and components. 
Interviews revealed several reported capabilities were based on operational 
practices not formalized through written policies, standardized procedures, 
competencies, or evidence-preservation mechanisms. These findings 
emphasize interpreting capability scores alongside qualitative evidence and 
conducting context-specific improvements. 

 

 

 

1. Introduction 

Large-scale digital transformation has been implemented in many countries, including Indonesia [1]. 
This digital transformation has had significant impacts, such as improved accuracy, efficiency, 
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performance, and accessibility across various sectors, ranging from finance, the economy [2], trade, 
security, transportation, agriculture, to education [3]. Consequences have emerged alongside these 
positive impacts, namely an increase in the number and complexity of cyberattacks [4], including 
phishing [5]. This phenomenon underscores the importance of optimal cybersecurity resilience to 
protect information systems from harmful impacts [6].  

Digital forensics plays a crucial role in the collection of digital evidence [7]. Organizations need to 
have digital forensic readiness a state in which systems, policies, and personnel are pre-prepared to 
effectively collect and manage digital evidence in the event of an incident [8]. Albugmi’s research on 
the Digital Forensic Readiness Framework (DFRF) to Secure Database Systems demonstrates that 
forensic readiness can protect database systems through structured digital evidence management 
policies that are ready for use when an incident occurs [9]. Meanwhile, research by Nugroho, Briliyant, 
and Sunaringtyas emphasizes the importance of policy components and human resource (HR) readiness 
in supporting digital forensic investigations in the public sector [10].  

Zulkipli and Wills also highlight forensic readiness in the Internet of Things (IoT) environment, 
requiring strong policies and managerial competencies to ensure evidence is managed effectively [11]. 
Overall, all the above studies indicate that while many DFR models have been developed, they have not 
yet been widely adopted in practice within organizations [8]. This situation results in many 
organizations failing to handle cyber incidents effectively.  

Digital forensics is no longer merely a technical domain but an integral part of business strategy and 
management [12]. Integrating digital forensics enables organizations not only to investigate cyber 
incidents but also to support regulatory compliance, strengthen organizational resilience, and ensure 
business continuity amid increasingly complex threats [13]. This makes digital forensics a proactive tool 
aligned with both cybersecurity strategies and organizational objectives. Therefore, continuous 
evaluation of digital forensics readiness is necessary to determine whether its implementation is truly 
effective.  

Previous research by Rochmadi, Fadlil, and Riadi found that the use of the Control Objectives for 
Information and Related Technologies (COBIT) 2019 framework remains limited and is still rarely used 
to measure an organization’s maturity level in implementing DFR [14]. The objective of this study is to 
identify and analyze the application of digital forensic readiness at the managerial level using COBIT 
2019. The results of this study are expected to provide actionable insights for organizational managers, 
as well as highlight effective strategies for integrating digital forensics into business management and 
enhancing cybersecurity resilience.  

 
2. Literature Review 

To provide a deeper understanding of the concepts discussed, the following subsections present 
several relevant theories. 

2.1. Digital forensic readiness 
Digital forensic readiness is a proactive approach aimed at ensuring organizations can respond quickly 

and efficiently to cybersecurity incidents [15]. DFR provides organizations with a competitive advantage 
in addressing threats through information security risk management. On the other hand, this readiness 
also supports regulatory compliance, reputation protection, and the enhancement of overall system 
security [15]. In conclusion, DFR is no longer an option but a strategic necessity that must be implemented 
by organizations seeking to survive and thrive. 
 
2.2. COBIT 2019 framework 

COBIT 2019 is a best-practice framework that helps organizations manage technology and information 
more effectively and efficiently [16]. It has two focus areas: governance [17] and IT management [18]. 
COBIT covers 40 IT processes grouped into 5 domains [19], namely EDM [20], APO, BAI [21], DSS [22], and 
MEA [23]. The process capability level is used to measure the level of IT maturity within an enterprise [24]. 
The calculation formula is as follows for calculating the summary of respondents’ answers: 

    𝑅𝐾 =
𝐶

∑ 𝑅
× 100%               (1) 

where: 
𝑅𝐾 : Summary of questionnaire respondents' answers  
𝐶 : Frequency of responses for each level from 0 to 5 for each process activity  
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∑ 𝑅 : Total number of respondents 
 
Calculating the capability level  

𝐴𝐾 =
(𝑅𝐾×𝐿0)+(𝑅𝐾×𝐿1)+(𝑅𝐾×𝐿2)+(𝑅𝐾×𝐿3)+(𝑅𝐾×𝐿4)+(𝑅𝐾×𝐿5)

100
                    (2) 

where:  
𝐴𝐾 : Capability value  
𝑅𝐾 : Summary of respondents' answers  
𝐿 : Levels 0 through 5 

 
Questionnaire responses were converted into decimal capability indices using six ordinal categories 

from level 0 to level 5. Calculation results are categorized based on capability levels [25]. 
1. Level 0 (0.00 – 0.99; Incomplete Process): The process does not yet exist or is not functioning 

properly.  
2. Level 1 (1.00 – 1.99; Performed Process): The process has been implemented, but documentation 

is still minimal.  
3. Level 2 (2.00 – 2.99; Managed Process): The process is documented and managed, but does not 

yet have established standards.  
4. Level 3 (3.00 – 3.99; Established Process): The process has clear standards and is consistently 

implemented.  
5. Level 4 (4.00 – 4.99; Predictable Process): The process is systematically monitored and measured.  
6. Level 5 (5.00; Optimizing Process): The process is in a state of continuous improvement to enhance 

quality. 
 

3. Method 

This study employed a convergent mixed-methods design in which quantitative questionnaire data 
and qualitative interview data were collected from the same participants during the same research 
phase. The two datasets were analyzed independently and were then integrated during interpretation. 
The questionnaire provided standardized COBIT 2019 capability indices, whereas the interviews 
explained the organizational practices, constraints, and contextual conditions underlying those indices. 
The research flowchart is shown in Figure 1.  
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3.1. Data Collection  
Data collection in this study employed three methods, categorized based on data sources: primary 

and secondary. Primary data was obtained directly from the field through interviews and 
questionnaires [26]. Secondary data, meanwhile, was obtained from literature reviews related to the 
research topic [27].  

 
3.2. Data Analysis  

Each questionnaire response was coded from 0 to 5 according to the capability anchor selected by 
the respondent. Frequencies were calculated for every component, converted into a weighted decimal 
capability index, and summarized at institution and regional levels. The expected level was set at 5; 
therefore, the capability gap was obtained by subtracting the current decimal index from 5. 

Qualitative interview data were analyzed thematically through familiarization with the responses, 
initial coding, grouping related codes, reviewing the resulting themes, and selecting representative 
quotations. The analysis generated four themes: incident experience; written policies and procedures; 
technology, infrastructure, and security; and post-incident evaluation and learning. 

Mixed-method integration was performed through a component-level side-by-side comparison. 
Interview themes and quotations were mapped to the four quantitative components policies, staff 
competence, risk and security management, and incident management. Qualitative evidence was not 
added numerically to the capability score; instead, it was used to confirm, explain, or challenge the 
interpretation of the questionnaire result. Convergent evidence strengthened the interpretation, 
whereas divergence was treated as an indication that a reported process might exist operationally but 
had not yet been consistently formalized, documented, or verified. 

 
3.3. Research Instruments  

A total of 16 manager-level instruments were adopted from the Delphi-validated study, 
“Developing a Delphi-Validated Instrument for Assessing Digital Forensics Readiness Based on COBIT 
2019” [14]. The items were grouped into four components: (1) policies, regulations, and compliance; 
(2) staff competence and shared awareness; (3) risk and security management; and (4) incident 
management and investigation. Each activity statement used a six-point capability response from 0 to 
5, following the anchors described in Section 2.2. The validated source instrument originally contained 
40 instruments distributed across the IT director, IT manager, and IT staff levels; only the 16 items 
relevant to managers were used in this study. 

 
3.4. Respondents  

The respondents in this study were managers or department heads in the IT units of 10 private 
universities in the Special Region of Yogyakarta (DIY). They were divided by district/city: Sleman had 4 
(R1, R2, R3, and R4), Bantul had 3 (R5, R6, R7), and the City had 3 (R8, R9, and R10). 

 
4. Results and Discussion 

This section presents and discusses the findings of the study. The following subsection outlines the 
thematic analysis derived from the data. 

4.1. Thematic Analysis  
The thematic analysis is organized into several key themes, as presented in the following 

subsections. 
 
4.1.1. Theme: Incident Experiences  

The results show that the types of incidents were dominated by attacks on websites, such as, 
“..Web defacement/gacor slots occurred several times” (R1, R3, R4, and R5). Other threats included, 
“..E-learning hacking” (R10). Attacks based on user manipulation and network service disruption, 
namely “..Phishing, Social Engineering, and DDoS Attacks” (R6). The prevalence of website attacks and 
user manipulation indicates that the organization’s attack surface remains quite extensive and is not 
yet optimally protected, particularly regarding public applications and user awareness. Incident 
response patterns remain technical and reactive, with the primary focus on system recovery.  

Generally, incident handling involves log analysis and system recovery through system 
reinstallation, access restriction, and backup. The following statements align with this: “...log analysis” 
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(R1, R5), “...reinstallation” (R3), “...check logs, check database, restore backup” (R7). This pattern 
indicates that universities prioritize recovery over incident preparedness, leading to the neglect of 
aspects related to the preservation and integrity of digital evidence. This situation increases the risk of 
losing critical digital evidence trails essential for forensic investigations and legal proceedings. Key 
challenges in incident handling include limited human resources (HR), weak regulations, limited 
technology, and the complexity of attacks. The following statements align with this: “...Lack of HR in 
the field of cybersecurity” (R1), “...HR readiness” (R2), “...Lack of forensic experts” (R6), “...Forensic 
tools” (R10), “...No regulations yet” (R3). “...Massive, coordinated attacks” (R8). This pattern indicates 
a structural gap in digital forensic readiness, where technological limitations not only impact the ability 
to respond to incidents but also hinder the development of sustainable security systems. 

 
4.1.2. Theme: Written Policies and Procedures  

The results indicate that the majority of universities do not yet have written policies or procedures. 
The following statements reflect this: “...Nothing has been put in writing” (R2, R3), as well as “...We 
have never formulated them in writing” (R4). “...No” (R7, R10). Only two universities have 
comprehensive and standardized written policies. The absence of these formal policies indicates that 
information security governance, particularly regarding digital forensics, has not yet become a strategic 
priority for universities. Without written policies, organizations lack standardized guidelines to 
reference in incident management, which may weaken organizational accountability. Meanwhile, team 
readiness varies significantly. Some universities stated they are operationally ready, while others are 
still at a minimal readiness level or are not yet ready. The following statements align with this: “...The 
team is ready at all times to receive incident notifications and is prepared to handle incidents according 
to their respective duties” (R1), “...Ready for on-call alerts” (R10). This indicates that the university’s 
readiness is not yet supported by a measurable system and remains dependent on the readiness of 
individuals or teams. Universities tend to be better prepared to handle incidents and can be objectively 
measured, supported by concrete indicators such as those stated: “...The team has operational 
readiness, such as clear SOPs, availability of basic forensic tools, and routine training to handle 
incidents” (R6), “...Training and product security POCs” (R4). Some respondents provided answers 
reflecting that readiness is still a matter of subjective perception, such as “...Logically, we are ready” 
(R2), “...Spontaneous” (R3).  

This results in readiness assessments being based more on assumptions than on measurable 
performance indicators. Meanwhile, three other respondents stated they were not yet ready. Of the 
ten respondents, two have established collaborations with external parties such as law enforcement or 
national authorities in the field of cybersecurity. On the other hand, the implementation of security 
standards has not yet become a common practice for the majority of universities; only three universities 
have adopted national or international security standards. The following statements align with this: 
“..SNI” (R8), “..ISO/IEC 27001” (R6), and “..ISO 270001” (R10). Technical security standards include 
“..Subscription to security firewall products” (R4) and “..Firewall usage standards” (R5). The low 
adoption of these standards indicates that organizations do not yet have a structured framework for 
managing information security. Meanwhile, others reported that no such standards exist. Overall, this 
situation indicates that digital forensics readiness is still in its early stages and requires strengthening 
in the areas of policy, standards, and collaboration.  

The absence of written policies not only impacts operational aspects but also has significant 
strategic implications. Without formal policies, organizations lack a legal and procedural foundation for 
handling incidents, which can compromise the validity of digital evidence in legal proceedings. 
Additionally, this situation hinders process standardization, leading to inconsistent incident responses 
across units or individuals. From an IT governance perspective, the absence of policies indicates that 
digital forensics has not been integrated into the organization’s risk management framework. This 
potentially increases exposure to cyber threats, as the organization lacks clear control mechanisms. 
These findings reinforce the argument that digital forensics readiness must begin at the policy level, 
not just the technical aspects. Thus, the development of written policies is a fundamental step in 
elevating the organization’s capability to a higher level. 

 
4.1.3. Theme: Technology, Infrastructure, and Security  

The results show that a common pattern emerging is that most universities do not yet have forensic 
tools, while others rely on a combination of network security devices and basic log analysis tools. The 
following statements reflect this: “...None yet” (R3), “...None” (R7), and “... None yet, only open-source 
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applications” (R2), “..Text editor” (R5), “..Log analysis” (R10), “..Firewall devices” (R4, and R6). This 
indicates that the use of digital forensic technology is still in its early stages and has not yet become 
part of an integrated security infrastructure. Reliance on basic tools such as basic logs and text editors 
has the potential to hinder the evidence identification process if incidents are more complex and in-
depth. Another respondent stated that they use an integrated security monitoring platform such as, 
“..Wazuh” (R1).  

The limited use of forensic tools highlights a gap between operational needs and the organization’s 
technological capabilities. Reliance on simple tools like text editors and basic logs indicates that the 
investigation process does not yet meet adequate forensic standards, particularly regarding the 
preservation of the integrity and chain of custody of digital evidence. Conceptually, this places the 
organization at high risk during further investigations, especially if the case proceeds to a legal context. 
Additionally, the low adoption of tools reflects a lack of investment and prioritization in the security 
domain. This reinforces the finding that digital forensic readiness cannot be separated from adequate 
technological infrastructure readiness.  

 
4.1.4. Theme: Post-Incident Evaluation and Learning  

The results indicate that incident handling is viewed as a strategic source of learning for enhancing 
both capacity and security awareness. The following statements align with this: “..The more frequently 
we experience incidents and strive to handle them, the more knowledge and skills we gain” (R1). “..We 
must truly safeguard the privacy of data” (R2), “..The importance of backups” (R5), and “.. “Forensic 
SOPs need to be updated periodically to ensure a more effective response” (R6), “...No system is safe 
& the importance of security awareness” (R8), “...We must always stay updated on information 
regarding security vulnerabilities” (R9), “...Tracking & tracing” (R10). The majority of universities have 
not utilized incidents as a means to improve policies, technology, or post-incident procedures, 
consistent with the statements, “..None yet” (R2, R3, R7), and “..No” (R10). This situation indicates that 
the organizational learning cycle is not functioning optimally, particularly during the evaluation stage 
and the integration of learning outcomes into formal policies and procedures. This situation risks the 
potential for the capacity derived from incident experiences to remain underutilized and may lead to 
the recurrence of the same incident patterns.  

Meanwhile, other respondents noted changes in technological aspects. Relevant statements 
include, “Updating security devices” (R4), and “Strengthening website and server security (hardening)” 
(R8). Improvements to security operational procedures were also implemented, such as, “...Enhancing 
monitoring systems, tightening access controls, and adding evidence preservation measures” (R6). This 
indicates that some universities have begun moving toward adaptive learning, although this remains 
limited to technical and operational aspects. 
 
4.2. Capability Level Analysis  

The capability level analysis is further detailed by examining variations across regions, as presented 
in the following subsection. 
 
4.2.1. Capability Level Analysis by Region  

The results of the capability calculations for each component form the basis for determining the 
current capability level. Table 1 shows the capability levels by region.  
 

Table 1. Capability levels by region 

Region 

Components Sleman Bantul Kota 

Policies, Regulations, and Compliance  3.44 3.50 2.42 

Staff Competence and Shared Awareness  3.25 3.44 2.11 

Risk and Security Management  3.06 3.58 2.50 

Incident Management and Investigation 3.50 3.33 2.27 

 
Based on the Table 1, it is evident that the Sleman and Bantul regions have consistent scores; all four 
components are at capability level 3 with an “established process” status. Meanwhile, Kota is at 
capability level 2 for all components with a “managed process” status. 
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4.2.2. Analysis of Capability Levels by University  
Capability levels by university are shown in Table 2. 
 

Table 2. Capability levels by university 

C 
O 
D 
E  

Components 

Policies, Regulations, 
and Compliance  

Staff Competence and 
Shared Awareness  

Risk and Security 
Management  

Incident 
Management and 

Investigation 

R1 3.50 2.67 3.00 3.80 

R2 4.00 4.33 4.25 4.00 

R3 3.00 3.00 2.00 2.60 

R4 3.25 3.00 3.00 3.60 

R5 2.22 2.33 3.00 2.20 

R6 4.00 5.00 4.00 4.20 

R7 4.25 3.33 3.75 3.60 

R8 4.25 4.00 4.00 3.80 

R9 2.25 1.00 2.00 1.20 

R10 2.25 1.33 1.50 1.80 

 
Based on the table above, it is evident that the proficiency levels for each component among the 

10 respondents vary. The highest score for the policy, regulations, and compliance component was 
achieved by two respondents (R7 and R8), who both scored 4.25. This was followed by the human 
competence and shared awareness component, which scored 5.00 under the “optimizing process” 
condition (R6). The risk and management security component also received a high score of 4.25. Finally, 
the incident management and investigation component had the highest score of 4.20 (R6). 
 
4.2.3. Integration of Qualitative and Quantitative Findings 
 The two datasets were integrated by comparing each questionnaire-derived component score with 
the corresponding interview themes. This comparison revealed both convergence and divergence, 
thereby providing a more cautious interpretation of the decimal capability values.  
 Policies, regulations, and compliance. The quantitative results suggest that several universities 
operated at managed, established, or predictable capability levels. However, interview statements such 
as “nothing has been put in writing” and “we have never formulated them in writing” show that 
operational practices were not always supported by formal policies or standardized procedures. This 
divergence indicates that respondents may have rated the existence of routine practices, whereas 
COBIT level 3 also requires consistent institutionalization and documentation.  
 Staff competence and shared awareness. The wide quantitative range, from level 1 to level 5, is 
consistent with the qualitative evidence. Statements regarding limited cybersecurity personnel, the 
absence of forensic experts, and readiness based on spontaneous or individual action explain the lower 
scores. Conversely, references to routine training, operational readiness, and clear responsibilities 
support the higher scores. The qualitative findings therefore confirm that competence maturity differs 
substantially across universities.  
 Risk and security management. Higher capability results were generally supported by evidence of 
security standards, firewalls, Wazuh, monitoring, and periodic strengthening of systems. Lower results 
were associated with the absence of forensic tools or reliance on basic logs and text editors. The 
interviews complement the scores by showing that the presence of preventive security controls does 
not automatically ensure forensic evidence preservation, chain-of-custody procedures, or investigation 
readiness.  
 Incident management and investigation. Capability values around level 3 indicate that incident-
handling processes exist in several universities. Nevertheless, the interviews show that responses 
remain predominantly reactive and recovery-oriented, including reinstallation, access restriction, log 
checking, and backup restoration. Limited attention to evidence integrity and preservation explains 
why an institution may report an established incident-response process while still having incomplete 
digital forensic readiness. Thus, the qualitative findings contextualize the scores and prevent capability 
values from being interpreted as direct proof of fully implemented forensic practices. 
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4.3. Gap Analysis  
The gap analysis based on Level 5 expectations is grounded in the university’s commitment to 

optimizing its management capabilities.  
 

 
Figure 2. Gap in policy, regulations, and compliance components 

 

 
Figure 3. Gap in people competency and shared awareness components 

 
As shown in Figure 2, Bantul has the smallest policy, regulation, and compliance gap at 1.50, 

followed by Sleman at 1.56, whereas Kota has the largest gap at 2.58. Figure 3 shows that Bantul has 
the smallest staff competence and shared awareness gap at 1.56, followed by Sleman at 1.75, while 
Kota has the largest gap at 2.89. Thus, Kota requires the greatest improvement priority for both 
components. 
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Figure 4. Gaps in risk and security management 

components 

 
Figure 5. Gaps in incident management and 

investigation components 

 
Based on Figure 4, Bantul has the smallest risk and security management gap at 1.42, followed by 

Sleman at 1.94, while Kota has the largest gap at 2.50. Figure 5 shows that Sleman has the smallest 
incident management and investigation gap at 1.50, followed by Bantul at 1.67, whereas Kota has the 
largest gap at 2.73. 

 

 
Figure 6. Gaps in policy, regulations, and 

compliance 

 
Figure 7. Gaps in personnel competencies and 

shared awareness 
 

As shown in Figure 6, R7 and R8 have the smallest policy, regulation, and compliance gaps at 0.75, 
followed by R2 and R6 at 1.00. R5 has the largest gap at 2.78, followed closely by R9 and R10 at 2.75. 
Figure 7 shows that R6 has reached level 5 in staff competence and shared awareness, producing a gap 
of 0.00, whereas R9 has the largest gap at 4.00, followed by R10 at 3.67. 
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Figure 8. Gaps in risk and security 

management components 

 
Figure 9. Gaps in incident management and 

investigation components 
 
As shown in Figure 8, R2 has the smallest risk and security management gap at 0.75, followed by 

R6 and R8 at 1.00 and R7 at 1.25. R10 has the largest gap at 3.50. Figure 9 shows that R6 has the smallest 
incident management and investigation gap at 0.80, followed by R2 at 1.00, R1 and R8 at 1.20, and R4 
and R7 at 1.40. R9 has the largest gap at 3.80. 
 
 
 
4.4. Recommendation 

Based on the research findings, there are significant differences in readiness levels across regions 
for all four components. A comparison of component capability levels by region is shown in Figure 10. 

 

 
Figure 10. Comparison chart of component capability levels by region 
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Differences in capability levels across regions not only reflect numerical variations but also indicate 
structural disparities in IT governance and digital forensic readiness. The higher values observed in the 
Bantul region can be interpreted as the result of a combination of organizational factors, such as the 
level of managerial commitment, the presence of more formal SOPs, and the potential for more 
targeted allocation of IT resources. This finding is consistent with the literature stating that the success 
of Digital Forensic Readiness implementation is heavily influenced by management support and 
organizational policy readiness. Conversely, the low capability level in Yogyakarta City indicates that 
readiness has not yet become a strategic priority for the organization. This is likely related to resource 
constraints, both in terms of human resources and the IT budget. Additionally, the absence of written 
policies and low adoption of security standards indicate a weak governance structure. In the context of 
COBIT 2019, this condition reflects an organization still at the “managed process” stage, where 
processes are in place but not yet standardized and not systematically measured.  

These differences may also be influenced by the size and complexity of the organization. Larger 
universities tend to have more mature IT structures, including clear role definitions and investments in 
security. Conversely, smaller organizations tend to rely on ad-hoc and reactive approaches. Therefore, 
the capability level reflects not only technical conditions but also the maturity of governance and 
organizational culture regarding information security.  

The following are recommendations to support the achievement of the desired capability level, 
including, as shown in Tables 3, 4, 5, and 6: 

 
Table 3. Recommendations for policy, regulatory, and compliance components by region 

Policies, Regulations, and Compliance 

Code Recommendations 

R1 Formalize existing processes into written SOPs based on recognized standards (ISO/IEC 
2001/SNI) 

R2 The top priority is to develop and implement written policies and SOPs for digital forensic 
incidents 

R3 Develop a foundational policy framework, including SOPs 

R4 Convert training activities into formal, documented SOPs, and incorporate compliance 
evaluation mechanisms and internal audits 

R5 Develop foundational security and digital forensics policies and procedures, and conduct 
training for human resource development 

R6 Advance to the optimization phase by conducting periodic external audits to validate 
compliance 

R7 Establish foundational policies and SOPs for digital forensic incidents; enhance capabilities 
through training and incident simulations 

R8 Document technical practices into formal policies and SOPs integrated with SNI standards 

R9 Build a solid foundation for policies, SOPs, and security team structures 

R10 Align team readiness with written policies and SOPs based on ISO 27001 

Table 4. Recommendations for Personnel Competencies and Awareness Standards 
Personnel Competencies and Awareness Standards 

Code Recommendations 

R1 Conduct forensic training programs based on real-world cases 

R2 Strengthen competencies through advanced technical training. Expand forensic tools (beyond 
basic open-source solutions) 

R3 Build a culture of learning from incidents and train teams not only to reach the recovery stage 
but also to conduct forensic analysis 

R4 Incorporate training on new technologies to stay current 

R5 Form a dedicated security team and strengthen the team’s competencies 

R6 Develop an internal monitoring program for workforce development. Make incident learning 
a foundational knowledge base 

R7 Increase the intensity and depth of training from basic operations to forensic investigation 

R8 Advance to an advanced level with in-depth forensic training and develop a security 
awareness program based on real-world experience 

R9 Establish an IT team structure and conduct entry-level cybersecurity training 



12 

 

Personnel Competencies and Awareness Standards 

Code Recommendations 

R10 Conduct post-incident evaluations for continuous learning 

 
Table 5. Recommendations for Risk and Security Management Components  

Risk and Security Management 

Code Recommendations 

R1 Conduct periodic risk assessments for early detection 

R2 Optimize risk management through predictive risk analysis 

R3 Establish a basic IT risk management framework and implement basic controls such as 
restricted access, backups, and logging 

R4 Strengthen risk mitigation through a combination of technologies (firewalls, IDS/IPS) and real-
time monitoring 

R5 Build a centralized monitoring system/SIEM. Strengthen internal controls through audits and 
evaluation of SOPs 

R6 Optimize monitoring with real-time log monitoring 

R7 Develop a risk awareness program across all units 

R8 Develop a more proactive risk mitigation strategy 

R9 Improve staff understanding of risk management and establish a basic monitoring system 

R10 Identify IT risks and establish simple monitoring 

 
Table 6. Recommended components of incident management and investigation 

Incident Management and Investigation 

Code Recommendations 

R1 Ensure that every system change is documented and has an audit trail. 

R2 Strengthen security-focused project management and establish a dedicated forensic team for 
each IT project. 

R3 Identify forensic needs by creating a forensic readiness plan. 

R4 Enhance collaboration with external parties (CSIRT/law enforcement). 

R5 Develop foundational policies for incident response and digital forensic investigations. 

R6 Conducting periodic evaluations of incidents and enhancing coordination into cross-university 
collaboration. 

R7 Clarify specific digital forensic needs (tools, SOPs, and personnel). 

R8 Integrate asset management with a centralized monitoring system. 

R9 Build a solid foundation for policies, team structure, and investigation procedures. Seek 
external guidance to establish an initial system. 

R10 Strengthen project management through the involvement of the security team. 

 
 
 
5. Conclusion 

Based on the assessment of 10 private universities in the Special Region of Yogyakarta across four 
components, capability values varied substantially among institutions. The highest score was 5.00 in 
the staff competence and shared awareness component for R6, whereas the lowest score was 1.00 for 
R9 in the same component. Overall, many results were located around capability level 3, indicating that 
relevant processes existed but were not always fully standardized, documented, measured, or routinely 
evaluated. The mixed-method integration clarifies that the questionnaire scores represent perceived 
process capability, while the interviews reveal the quality of actual implementation. In particular, 
universities sometimes reported established operational processes even though written policies, 
specialist personnel, forensic tools, evidence-preservation procedures, and post-incident learning 
mechanisms remained limited. This partial divergence should be considered when interpreting decimal 
capability scores. R6, R2, and R8 demonstrated comparatively strong readiness, whereas R9 and R10 
required priority improvement in competence, awareness, risk management, and incident 
investigation. Periodic reassessment and context-specific recommendations are necessary, and future 
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research should include documentary verification, multiple respondents per institution, and 
comparison with complementary forensic-readiness frameworks. 
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