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The rapid growth of digital technology has increased the occurrence of
cybercrime, including fraud through social media platforms. This study
investigates a Mobile Legends top-up fraud case carried out via Instagram
using the National Institute of Justice (NIJ) digital forensic framework. The
NIJ method consists of five stages: identification, collection, examination,
analysis, and reporting. The primary data source was an Instagram archive in
JSON format obtained through the Download Your Information feature and
examined using Oxygen Forensic Detective. Evidence integrity was verified
using FTK Imager through hash verification, while Metadata2Go was utilized
for metadata analysis. The investigation successfully recovered 51 digital
artifacts, comprising 1 Instagram account profile, 3 promotional posts, 2
testimonial highlights, 19 Direct Message (DM) communication threads, and
15 digital transfer receipts, identifying 15 distinct fraud victims. Hash
verification yielded 100% match accuracy (MD5 and SHA-1), validating that
the evidence remained unaltered. The findings revealed a fraud pattern
characterized by payment acceptance without service fulfillment, followed
by communication termination. Furthermore, metadata analysis and hash
verification confirmed that the digital evidence was authentic, unaltered,
and forensically reliable. These results demonstrate that Instagram archive
data can serve as valid digital evidence in social media fraud investigations.

This is an open-access article under the CC BY-SA license.
BY SA

1. Introduction

The The rapid growth of digital technology has significantly transformed entertainment and online

transaction activities. One of the most popular forms of digital entertainment is online gaming, with

Mobile Legends: Bang Bang becoming one of the most widely played games in Indonesia [1], [2]. The

increasing demand for in-game purchases and top-up services has created new economic
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opportunities, but it has also opened the door to various forms of cybercrime, including online fraud
conducted through social media platforms [3], [4].

Instagram is frequently utilized by fraudsters to promote fake top-up services through promotional
posts, testimonials, and direct communication with potential victims [5], [6], [7], [8], [9]. In many cases,
victims complete payments for Mobile Legends top-up services but fail to receive the promised
products, resulting in financial losses and reduced trust in online transactions. According to recent
reports, Indonesians spent approximately Rp30 trillion on online game top-up transactions in 2023,
indicating a significant market that may also be exploited by cybercriminals [10].

Digital forensics plays a crucial role in uncovering cybercrime activities by collecting, examining,
analyzing, and reporting digital evidence [11], [12]. One of the widely recognized forensic frameworks
is the National Institute of Justice (N1J) method, which consists of identification, collection, examination,
analysis, and reporting stages [13]. Previous studies have successfully applied the NIJ framework to
investigate digital evidence acquisition from BIP Messenger, TikTok, Instagram Messenger, WhatsApp,
and other social media-related cybercrime cases [9], [14], [15], [16], [17], [18], [19].

However, studies specifically focusing on Mobile Legends top-up fraud conducted through
Instagram remain limited. Previous studies primarily discussed online fraud risks on Instagram,
consumer perspectives, and victim trust in online transactions [4], [6], [7], but few studies have
investigated such cases using a digital forensic approach and Instagram JSON archives as the primary
source of digital evidence.

The research novelty of this study lies in the implementation of the NIJ digital forensic framework
specifically to analyze Instagram Download Your Information (DYI) archives in JSON format as the
primary evidence source for online game top-up fraud. Unlike prior works that rely solely on single-
device physical acquisitions, this study integrates dual-perspective cross-validation (comparing suspect
and victim archives), metadata verification via Metadata2Go, and multi-tool forensic correlation using
Oxygen Forensic Detective and FTK Imager to establish a robust evidentiary chain for social media fraud.

Therefore, this study aims to investigate a Mobile Legends top-up fraud case through Instagram
using the National Institute of Justice (NIJ) framework. The study utilizes Instagram JSON archives as
the primary source of digital evidence and combines artifact examination, metadata validation, and
integrity verification to improve the reliability and forensic value of the investigation results.

2. Literature Review

Literature Review provides the theoretical foundation and previous studies that support this
research. It explains the key concepts related to digital forensic investigations, social media evidence,
and the forensic framework employed in this study. These theories serve as the basis for understanding
the research methodology and interpreting the findings.

2.1. Digital forensics

Digital forensics is a scientific process used to identify, acquire, preserve, examine, analyze, and
present digital evidence for investigative and legal purposes [11]. The increasing number of cybercrime
cases has made digital forensics an essential approach for uncovering criminal activities conducted
through digital devices and online platforms. Through digital forensic investigations, evidence obtained
from social media, mobile devices, and digital communication platforms can be validated and utilized
to reconstruct criminal activities and support legal proceedings in cybercrime cases [20]. Understanding
fundamental digital forensic concepts provides the necessary foundation for selecting an appropriate
investigation methodology in social media environments.

2.2. National Institute of Justice (NJ)

The National Institute of Justice (NI1J) framework is one of the widely adopted digital forensic
methodologies. The framework consists of five main stages: identification, collection, examination,
analysis, and reporting [13]. The identification stage focuses on recognizing potential sources of digital
evidence. Collection involves acquiring relevant data while maintaining its integrity. Examination is
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performed to extract and recover digital artifacts. Analysis aims to interpret the extracted evidence and
establish relationships between artifacts, while reporting documents the findings and conclusions of
the investigation [14], [13]. Due to its structured and standardized workflow, the NIJ framework is
highly suitable for systematic evaluation against previous empirical research in mobile and social media
forensics.

2.3. Previous studies

Previous studies have demonstrated that the National Institute of Justice (NIJ) framework can be
effectively applied to acquire and analyze digital evidence from various platforms and applications.
Several investigations have successfully obtained digital artifacts from instant messaging applications,
social media platforms, and mobile devices using the NIJ methodology [9], [13], [15], [16], [17].
Furthermore, the NIJ framework has been utilized in cyberbullying investigations, deleted-message
recovery, and Instagram forensic examinations, indicating its effectiveness in supporting digital forensic
investigations involving communication-based cybercrime cases [18], [19]. The results of these studies
show that the NIJ framework provides a systematic approach for identifying, collecting, examining, and
analyzing digital evidence [13].

However, studies specifically focusing on Mobile Legends top-up fraud conducted through
Instagram remain limited. In addition, the utilization of Instagram Download Your Information archives
in JSON format as the primary source of digital evidence has not been widely explored. Therefore, this
study applies the NIJ framework to investigate digital evidence related to Mobile Legends top-up fraud
through Instagram by combining artifact examination, metadata validation, and integrity verification.

Previous studies have also investigated digital evidence acquisition from Instagram and TikTok
applications using the NIST 800-86 framework, demonstrating the ability of forensic tools to recover
various digital artifacts from social media platforms [21]. To highlight the research gap and justify the
novelty of this study, Table 1 provides a comparative summary of previous research on social media
and mobile forensics in comparison with the proposed work.

Table 1. Comparison of previous studies and proposed research

Author & Research Method Forensic Dataset / Main Research Gap
Year Objective Tools Source Findings / Difference
Ariyanti Identify Live FTK Imager, Laptop Recovere Focused on
etal. Instagram Forensic  Browser web d19 live web
(2021) web digital History browser conversa browser
[22] evidence in Viewer memory tions and forensics,
online shop transacti  whereas this
fraud on data study analyzes
mobile JSON
archives
Sonietal. Acquire National MOBILedit, Android Successf  Focused on
(2022) digital Institute  Belkasoft Smartphon ully instant
[14] evidence of Justice e extracted messaging
from (N1J) chat apps rather
instant artifacts  than social
messaging on media JSON
app (BIP) Android archives
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Anggraini  Digital National  MOBILedit TikTok Recovere Did not

etal. evidence Institute  Forensic Android d TikTok  address top-
(2023) acquisition  of Justice App video up fraud cases
[15] on TikTok (N1J) artifacts or dual-
app and user  perspective
logs evidence
validation
Karseno Recover National =~ MOBILedit, WhatsApp  Recovere Focused on
etal. deleted Institute  Oxygen Application dTikTok  chatapp
(2024) WhatsApp of Justice  Forensic video recovery
[17] communica  (NUJ) artifacts  without
tion and user metadata
messages logs integrity

validation on

JSON files
Julianti Web National Web Instagram Identifie  Analyzed web
(2023) forensics Institute  Forensic Web d interface logs
[19] investigatio  of Justice Tools Platform account rather than
non (N1J) credentia mobile JSON
Instagram Is, posts, DYl archive
services and web  extractions
chat logs
Proposed Investigate National  Oxygen Instagram Recovere Combines NIJ
Study Mobile Institute  Forensic JSON d51 framework
(2026) Legends of Justice Detective, Archive artifacts,  with
top-up (N1J) FTK Imager, (DY) & 15 Instagram
fraud on Metadata2G  Seized victims, JSON archives,
Instagram o Android and metadata
Device verified validation, and
100% dual-
hash perspective

integrity  cross-

verification

As summarized in Table 1, while existing literature addresses generic social media acquisition,
there is a clear gap regarding the forensic validity of Instagram's JSON archives in game top-up fraud.
The insights gained from previous studies directly informed the selection and implementation of the
NIJ framework in the research design discussed next.
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3. Method

This section describes the research methodology used to investigate a simulated Mobile Legends
top-up fraud case conducted through Instagram. It outlines the research scenario, the digital evidence
acquisition process, the implementation of the National Institute of Justice (NIJ) digital forensic
framework, and the tools used to examine and analyze the collected evidence. This methodological
approach ensures that the investigation is conducted systematically, reproducibly, and in accordance
with digital forensic principles.

3.1. Research scenario

This study employed a simulated Mobile Legends: Bang Bang top-up fraud case conducted through
Instagram. Clarification is made that the research scenario is a controlled simulation designed strictly
for academic investigation purposes, ensuring compliance with legal and ethical standards while
accurately replicating real-world cybercrime behaviors. The research scenario was divided into three
stages: pre-incident, incident, and post-incident.
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Figure 1. Research scenario of Mobile Legends top-up fraud case

3.1.1. Pre-incident stage

During the pre-incident stage, the victim observed promotional content for Mobile Legends top-
up services posted by the Instagram account @zoyagamingstore on February 9, 2026, at 22:03 WIB.
The account displayed promotional offers such as “Paket Besar, Lebih Hemat” and “Spesial Deal untuk
Top Up Rp200.000 ke atas”, accompanied by testimonial posts and transaction proofs intended to
create the impression of a trustworthy service. The relatively lower prices and larger diamond
guantities compared to standard market prices attracted the victim to proceed with the transaction.

3.1.2. Incident stage

During the incident stage, the victim initiated communication with the perpetrator through
Instagram Direct Message (DM) on February 9, 2026, at 22:04 WIB to inquire about the availability of
the promotion and top-up services. The perpetrator responded that the promotion remained valid until
the end of the month and that the transaction could be processed immediately. Following the
agreement, the victim transferred Rp2,500,000 to the perpetrator’s Bank BRI account on February 9,
2026, at 22:17 WIB and subsequently sent the proof of payment through DM. After receiving the
payment, the perpetrator provided a brief response but later terminated communication by blocking
the victim’s account on February 10, 2026. As a result, the promised top-up service was never delivered.
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3.1.3. Post-incident stage

During the post-incident stage, the victim realized that the transaction was fraudulent after the
promised top-up service was not processed and communication with the perpetrator ceased. On
February 11, 2026, the victim reported the incident to the authorities and submitted digital evidence,
including Instagram DM conversations and payment receipts. Based on the report, an investigation was
initiated, and the perpetrator’s smartphone (Realme C15) was seized as digital evidence. The device
was suspected to contain communication artifacts, account information, and transaction-related data
associated with the fraud case.

3.2. Tools and materials
Some software used to support research are shown in Table 1. The software used is divided into
test software, operating systems, forensic tools, and analysis tools.

Table 2. Software tools used in the Investigation (with version specifications)

No. Software Version Function
Specification
1 Oxygen Forensic v16.0.1 Extraction and
Detective examination of
Instagram artifacts
2 Instagram Official Meta Extraction and
Download Your Feature (2026)  examination of
Information (DYI) Instagram artifacts
3  Metadata2Go Online Tool Metadata
(v2026) examination of
digital evidence
files
4  FTK Imager va.7.1 Hash verification
and integrity
validation

This research uses several tools which can be seen in Table 2.

Table 3. Hardware specifications used in the investigation

No. Hardware Specification
1 Laptop Acer Swift 3 Prosesor Intel Core i5-12500H, RAM
OLED 16GB LPDDRS5, SSD 512GB NVMe,S

Layar OLED 14 inci 2.8K (2880 x
1800), Intel Iris Xe Graphics

2 Smartphone Realme C15

3 Kabel USB Tipe Micro-USB

3.3. Research stages
The research workflow based on the NIJ framework is illustrated in Figure 2.
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Permbuatan Sken:
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Figure 2. Research workflow based on the national Institute of Justice (NIJ) framework
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During the investigation process, the National Institute of Justice (N1J) framework was applied to

guide the digital forensic examination. The investigation consisted of five stages as illustrated in
Figure 2. The description of each stage is presented as follows :

1.

Identification, The identification stage focused on determining relevant digital evidence associated
with the Mobile Legends top-up fraud case, including Instagram archives, direct messages, transfer
receipts, and account information.

Collection, Digital evidence was collected from Instagram archive files obtained through the
Download Your Information feature. The collected data included JSON files, media files, and
account-related information.

Examination, The examination stage involved extracting and reviewing digital artifacts using Oxygen
Forensic Detective, JSON Viewer, and Metadata2Go to identify relevant information for the
investigation.

Analysis, The extracted artifacts were analyzed to reconstruct the sequence of events, validate
communication records, examine metadata, and correlate evidence obtained from both victim and
perpetrator archives.

Reporting, The findings obtained during the investigation were documented and presented to
describe the fraud scheme, supporting digital evidence, and forensic conclusions.

To enhance research reproducibility, Table 3 details the specific activities, inputs, outputs, and

forensic tools utilized across each stage of the NIJ framework.

Table 4. Detailed execution of the NIJ forensic framework

NIJ Stage Key Activities Input Artifacts / Output / Forensic Tools
Performed Data Deliverables Used

1. Identification  Physical Realme C15 Seizure report, Manual
evidence Smartphone, physical device  Inspection
seizure, account @zoyagamingstore logs
identification, account
scene
documentation

2. Collection Logical Target Instagram Compressed ZIP  Instagram DYI,
acquisition via Account archive FTK Imager
Instagram DYI Credentials containing v4.7.1
feature, JSON files
memory image
creation

3. Examination Parsing JSON Raw .zip / .json Extracted chat Oxygen
structure, image archive files threads, Forensic
file extraction, transaction Detective
OCR text images, profile  v16.0.1
extraction info

4. Analysis Timeline Extracted artifacts  Verification Metadata2Go,
reconstruction, from victim and matrices, FTK Imager
dual- suspect metadata v4.7.1
perspective reports, hash
correlation, match logs
metadata &
hash validation

5. Reporting Synthesis of Comprehensive Formal digital MS Word,
findings, investigation forensic report  Forensic
forensic report findings Reporting
generation, Module
evidence

presentation
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4. Results and Discussion

This section presents the findings of the digital forensic investigation and discusses their
significance in relation to the research objectives. The results are organized according to the stages of
the National Institute of Justice (NIJ) framework, including evidence identification and collection,
artifact examination, communication analysis, and evidence validation. Each stage demonstrates how
digital evidence was acquired, analyzed, and verified to reconstruct the Mobile Legends top-up fraud
case conducted through Instagram.

4.1. Identification and collection

The investigation began with the identification of digital evidence related to a Mobile Legends top-
up fraud case conducted through Instagram. The primary physical evidence consisted of a Realme C15
smartphone running Android 11, which contained the suspect's Instagram account and related digital
artifacts. In addition, Instagram archive data in JSON format were utilized as supporting digital evidence
for further forensic examination.

Figure 3. Physical evidence used in the investigation

Based on the figure 3. identification process, the smartphone served as the primary device used
by the suspect to communicate with victims, manage promotional content, and conduct fraudulent
activities through Instagram. The device specifications included Android 11 operating system,
MediaTek Helio G35 processor, 4 GB RAM, and 64 GB internal storage.

The collection stage was conducted using a logical acquisition approach. Instagram archive data
were obtained through the Download Your Information feature, which generated a ZIP archive
containing JSON files, account information, media files, and communication records. This approach was
selected to preserve the originality of the digital evidence while enabling comprehensive forensic
examination.

4.2. Examination results
Digital forensic examination was performed using Oxygen Forensic Detective to extract and
analyze artifacts contained within the Instagram archive. The examination process successfully
identified several digital artifacts associated with fraudulent activities.
Table 5. presents a summary of the digital artifacts recovered from the suspect's Instagram
account.
Table 5. Summary of the digital artifacts recovered

No. Artifact Findings
1 Instagram Account 1 Account
2 Promotional Posts 3 Post
3 Testimonial Highlights 2 Highlights
4 DM Threads 19 Threads
5 Transfer Receipts 15 Files
6 Identified Victims 15 Victims

In terms of performance evaluation and quantitative acquisition metrics, the logical extraction
achieved a 100% artifact recovery rate across the target Instagram archive. Out of 19 total DM threads
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analyzed, 15 represented completed fraud cases with attached transfer receipts, while 4 represented
attempted interactions. The recovery of 51 total artifacts provided a complete evidentiary dataset to
reconstruct the suspect's fraudulent pattern and establish criminal intent without data loss.

The recovered artifacts demonstrate that the account was actively utilized for promotional
activities, communication with victims, and transaction-related interactions.

zoyagamingstore O

Edit profile

Figure 4. Suspect account information

As shown in Figure 4. examination of the account profile revealed that the Instagram account
@zoyagamingstore was publicly accessible and actively used to promote Mobile Legends top-up
services. The account contained identifiable information including username, registered email address,
verified phone number, and promotional descriptions related to gaming top-up services. These findings
support the attribution process by establishing a direct relationship between the suspect and the
fraudulent activities conducted through the Instagram account. This profile metadata directly connects
the physical owner of the seized device to the online persona managing the fake top-up store.

“Mau top up diamond tapi gamau
nunggu? Yuk top up disini aja.
Paling cepat, murah, dan aman

@zoyagamingstore

crvuios® N
QWERTYUILOP

ASDFGHUJKL

®# ZXCVBNMGE

langsung dm aja
@zoyagamingstore

Figure 5. Promotional posts and testimonial highlights
As shown in Figure 5. the examination also identified three promotional posts and two testimonial

highlights. The promotional content advertised discounted Mobile Legends top-up services using
persuasive marketing messages designed to attract potential customers. Additionally, testimonial
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highlights were utilized to increase credibility and encourage users to conduct transactions. Such
promotional strategies are commonly utilized in online fraud schemes to gain victims' trust before
conducting financial transactions, particularly through social engineering techniques and deceptive
promotional content on social media platforms [6], [7], [23]. These promotional artifacts evidence
premeditated social engineering tactics used to induce victims into sending advance payments.

4.3. Digital communication analysis

Analysis of Direct Message (DM) conversations revealed a consistent communication pattern
between the suspect and multiple victims. A representative communication thread involving Victim A
was selected for detailed analysis due to the completeness of the available artifacts.

Slagerry Tme 0SM3/2054 10:2%10 19/10/2046 12:43:40
Chrome Time 16/04/10065 01:22:58 =
Symbian Epoch Tme 03/04/8464 01:22:58

OLE Automation Date  30/12/1899 00:00:00

5 Fie Time: LOYI0L0008:T7 01120641 10:54T5
Sgned8 8 83

Unsgned-8 83 L&

Sqned-16 2593 21348

Unsigned-15 25938 21348

Sqred-32 02126831 1359157861
Unsgned-32 102126931 1399157861
Sqned-54 2335223524678051347  BO0IITISETSHEIREIZ
Unsgred-64 23IS2ISMETHIIIT  GOOIIITISETSHEIET
Sngle 7239ER /855002611

Double 1,45470820428095E-152  5,5541043125633553

kami cek, silahkan kakak transfer ke rekeming kami di

7438281

tmestamp_rs
. [content = “Setelah ke cek, slkan kakek vansfer ke rehering kani dbanah riMendii144000743928 13/ M.,
B & geoblocked_for_veewer = Folse

B s unsent_image_by_messenger_od_parent = False

Figure 6. Payment instruction conversation

As shown in Figure 6. the communication began when Victim A contacted the suspect regarding
promotional offers. Subsequently, the suspect provided information regarding service availability,
transaction procedures, payment instructions, and account details required for the top-up process.
Communication records indicate that the suspect actively encouraged the victim to complete the
payment process. The raw text content field explicitly captures the bank account details provided by
the suspect, establishing clear financial solicitation.

umn

Transfer Berhasil!

MUHAMAD RIVAL

Rp 2500.000

Aip 2,500

Rp 2502500

BEN ALEXANDER

Figure 7. Transfer receipt evidence

As shown in Figure 7. following the payment instructions, Victim A transferred Rp2,500,000 and
submitted a transfer receipt through Instagram Direct Message. Examination of the recovered artifacts
confirmed the existence of a digital transfer receipt attached to the communication thread. Metadata
associated with the file demonstrated that the receipt was transmitted as part of the transaction
process.

After receiving the transfer receipt, the suspect confirmed that the payment had been received
and informed the victim that the top-up service was being processed. This finding is consistent with
previous studies indicating that victims of online fraud often complete transactions based on trust
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established through social media communication and promotional claims [4]. Extracted metadata
confirms the payment receipt was transmitted directly within the transaction thread as proof of funds
transfer.

participants
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| messages
= | <Object>
S sender_name = "alexander”
timestamp_ms = 1770815144656
S_ content = "Trnytaaaa ginii”
B is_geoblocked_for_viewer = False
B is_unsent_image_by_messenger_kid_parent = False
= _fb <Object>
S_ sender_name = “alexander”
timestamp_ms = 1770815137745
S, content = "Pantas murahhhh betull”
B is_geoblocked_for_viewer = False
B is_unsent_image_by_messenger_kid_parent = False
=} |3 <Object>
S sender_name = "alexander”
timestamp_ms = 1770815095431

wn

content = "Ohhh ngilang ya skrang”
is_geoblocked_for_viewer = False

£
o o

is_unsent_image_by_messenger_kid_parent = False
= | <Object>

S sender_name = "alexander”
timestamp_ms = 1770815082543

0

content = "Kemanaa®
is_geoblocked_for_viewer = False

o @

is_unsent_image_by_messenger_kid_parent = False
= | <Object>
sender_name = "alexander”

(0}

4 timestamp_ms = 815080971

0"

content = "Weyyyy bang”
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W @

is_unsent_image_by_messenger_kid_parent = False

Figure 8. Communication termination

As demonstrated in Figure 8, the parsed JSON logs reveal a distinct unilateral communication
termination pattern. The timestamp metadata indicates that immediately after confirming payment,
subsequent follow-up messages from the victim remained unacknowledged, followed by an account
block. This behavioral artifact serves as crucial evidence establishing premeditated fraud intent.

However, subsequent examination revealed that the promised service was never delivered.
Communication records showed that the suspect stopped responding after confirming receipt of
payment. Multiple follow-up messages from the victim remained unanswered, indicating a unilateral
termination of communication following successful payment.

This communication pattern strongly supports the hypothesis that the account was utilized as part
of a fraudulent scheme involving Mobile Legends top-up services. This finding is consistent with
common characteristics of social-media-based fraud cases reported in previous studies [24].

4.4. Evidence validation and integrity verification

To ensure the authenticity and reliability of the acquired evidence, several validation procedures
were performed, including artifact comparison, metadata examination, and hash verification.
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Suspect Archive Victim Archive
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Figure 9. Comparison of transfer receipt artifacts

As shown in Figure 9. the consistency between both artifacts significantly strengthens the
evidentiary value of the recovered transaction records. This finding indicates that the transaction
evidence recovered from both archives originated from the same digital source. The comparison of
digital artifacts from multiple sources is a common forensic validation technique used to establish
evidence authenticity and support investigative findings [20].

Comparative analysis revealed that the transfer receipt recovered from the suspect's archive was
identical to the receipt provided by Victim A. Both artifacts exhibited identical filenames, file sizes,
image dimensions, SHA-1 hash values, and OCR extraction results. These findings indicate that both
files originated from the same digital source and support the authenticity of the transaction evidence.
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Metadata of 4350869381906312
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Figure 10. Metadata analysis result

Metadata analysis can be seen in Figure 10. was conducted using Metadata2Go. Examination
results showed that the transfer receipt maintained normal JPEG characteristics, valid MIME type
attributes, and standard image encoding parameters. Furthermore, no evidence of image editing
software or metadata manipulation was detected. These findings indicate that the file maintained its
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original characteristics and had not been modified. Therefore, the transfer receipt can be considered
authentic and suitable for forensic analysis. Metadata examination provides important contextual
information regarding the origin, characteristics, and integrity of digital evidence and is frequently
utilized in forensic investigations [20].

Previous studies have demonstrated that metadata analysis can reveal information regarding file
origin, creation history, device information, and potential modifications, making it an important
component of digital forensic investigations [25].

The extracted metadata revealed that the transfer receipt image recovered from both archives
possessed identical file attributes, including filename, file size, MIME type, dimensions, and timestamp
information. The consistency of these metadata elements indicates that both parties retained the same
digital artifact without modification.

The findings are consistent with previous forensic studies indicating that user activities and digital
artifacts stored within social media platforms can be recovered and analyzed to support digital
investigations and evidence reconstruction [26].

Perpetrator Imaging Victim Imaging

B Drive/image Verify Results - o X B Drive/image Verify Resuits = o x

B
Name Name
7MDS Hash + PMDS Hash
Computed hash Computed hash
. RepertHash | Report Hash
Verify result Verify result
TISHAT Hash ESHAT Hash
Computed hash Computed hash
Report Hash Report Hash
Verify result Verify result

Close Close

Figure 11. Hash verification result

As shown in Figure 11. to provide technical clarity on the hash matching process, FTK Imager
calculates the mathematical checksum (Computed Hash) during verification and compares it against
the initial hash recorded in the image file header (Report Hash). As summarized in Table 6, both MD5
and SHA-1 values returned a 100% match for both the suspect and victim archives.

Table 6. Forensic hash verification matrix (FTK imager)

Forensic  Algorithm  Computed Hash Report Hash Verification Integrity
Image Value Value Result Status
Source

Suspect MD5 898112c9673adc  898112c9673adc Match Intact &
Archive be80d97118bb3  be80d97118bb39 Unaltere
9403d 403d d
SHA-1 e96edceffccfdf5  e96edceffccfdfSe Match Intact &
e93efd90af6977  93efd90af6977d5 Unaltere
d5075809497 075809497 d
Victim MD5 8abfebf9119dcc  8abfebf9119dccl Match Intact &
Archive 15b7b34483636 5b7b344836368e Unaltere
8eal9 al9 d
SHA-1 1bfl17ef6a216a6  1bfl7ef6a216a62 Match Intact &
27e4fb6d024544  7e4fb6d0245443 Unaltere
37dd75cfe625 7dd75cfe625 d

Integrity verification was subsequently performed using FTK Imager through MD5 and SHA-1 hash
calculations. Verification results demonstrated that the computed hash values matched the reported
hash values for both the suspect's archive and the victim's archive. The matching hash values confirm
that the digital evidence remained intact and unaltered throughout the acquisition and analysis
processes.
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Overall, the validation process demonstrated that the digital evidence obtained during the
investigation was authentic, consistent, and forensically reliable. The recovered artifacts successfully
reconstructed the fraud scenario, showing that victims completed payments for Mobile Legends top-
up services that were never delivered. These findings demonstrate the effectiveness of the National
Institute of Justice (NIJ) framework in supporting digital forensic investigations involving social media-
based fraud cases.

Maintaining evidence integrity is an essential requirement in digital forensic investigations to
ensure the admissibility and reliability of digital evidence [12]. Hash verification is widely used in digital
forensic investigations to ensure that acquired evidence remains unchanged throughout the acquisition
and examination processes [12].

5. Conclusion

This study successfully investigated a Mobile Legends top-up fraud case conducted through
Instagram using the National Institute of Justice (NIJ) framework. By extracting 51 total digital artifacts
from Instagram Download Your Information (DY) JSON archives, the investigation successfully
reconstructed the fraud pattern, established evidence continuity across 15 distinct victims, and verified
100% hash match integrity (MD5 and SHA-1).

The primary research contribution of this study lies in demonstrating the forensic admissibility and
validity of Instagram's JSON archive data as primary digital evidence. Furthermore, it establishes a
practical multi-tool methodology combining logical archive parsing, metadata validation, and dual-
perspective cross-verification to uncover social media-based financial fraud.

However, this study has several limitations. The scope of the investigation was confined to a
simulated environment focusing exclusively on Instagram's DYI archive structure and Android mobile
artifacts. Consequently, the findings may not fully extend to live server-side memory acquisitions or
other social media platforms with proprietary data formats. For future work, researchers are
encouraged to expand this framework to live cloud forensics, explore automated JSON forensic parsers,
and apply dual-perspective validation to multi-platform fraud schemes involving cross-app messaging.
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