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Article Info Abstract

Keywords: Fake job postings on online recruitment platforms can cause job seekers to

Fake job posting; suffer financial losses and identity theft. The detection task for such

Class imbalance; fraudulent postings has a core challenge: datasets suffer from severe class

XGBoost; . . . .

SHAP imbalance, where fake postings account for only a tiny fraction of the total
data. Most previous studies only focus on models’ classification
performance, and rarely discuss the impact of class imbalance processing on
feature attribution and model interpretability. This study adopts the
XGBoost and SHAP methods to conduct detection research. The framework
built for this study first completes text preprocessing, then extracts hybrid
features by combining TF-IDF and metadata attributes, and evaluates four
class imbalance processing strategies in total: Baseline, SMOTE, Borderline-
SMOTE, and ADASYN. Experimental results show that compared with the
baseline model, oversampling methods improve the detection performance
for the minority class. ADASYN delivers the best performance, with
corresponding scores of 79.23% for Recall, 81.91% for F1-score, and 88.70%
for G-Mean. SHAP analysis finds that the model’s feature attribution pattern
changes, with its attention shifting to fraud-related features, while
hascompanylogo consistently remains the feature with the highest
influence. This study confirms that class imbalance processing affects both
classification performance and model interpretability

This is an open-access article under the CC BY-SA license.
BY SA

1. Introduction

In recent years, online recruitment platforms have developed rapidly, creating a convenient channel
that allows job seekers to apply for positions across regions. However, this growth has also been
accompanied by an increase in fake job postings. These fraudulent postings commonly use tactics such
as phishing links, financial scams, and identity theft. Such fraud not only causes financial losses and
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privacy risks for job seekers, but also reduces public trust in digital recruitment platforms. Therefore,
developing a reliable automatic fake job detection system has become an important research topic in
machine learning and cybersecurity.

Several previous studies have shown that machine learning methods, especially ensemble-based
approaches such as XGBoost, perform well in fake job detection tasks [1], [2], [3]. XGBoost is widely
used because of its computational efficiency and built-in regularization mechanism, which helps reduce
overfitting when dealing with noisy recruitment data. In many cases, its performance is better than
conventional classifiers such as logistic regression and Naive Bayes.

However, one major challenge remains, namely class imbalance. In most fake job datasets,
fraudulent samples represent only a small portion of the total data. This imbalance causes models to
favor the majority class of legitimate job postings, making fraudulent cases more difficult to detect.
Common oversampling methods used to address this problem include SMOTE, Borderline-SMOTE, and
ADASYN [4], [5], [6], [7]. Even so, the performance of these methods often depends on data distribution
and the level of class imbalance.

In addition, fake job detection belongs to a high-risk decision-making scenario, making model
interpretability increasingly important. SHAP is widely used as an interpretability method to explain
feature contributions in model predictions [8], [9]. Previous studies have applied SHAP in fraud
detection to improve model transparency and support decision making [10]. However, most existing
studies primarily use SHAP to explain the predictions of a single trained model, without examining how
different class imbalance handling strategies influence feature attribution and model interpretability.
Consequently, the impact of oversampling techniques on SHAP-based explanations remains
insufficiently explored.

Most current studies mainly focus on improving classification performance, with evaluation
centered on metrics such as accuracy, precision, and recall. Comparative analysis of multiple
oversampling methods within a single experimental framework is still limited. More importantly, the
impact of different imbalance handling strategies on feature importance and model interpretability has
received little attention. The effect of oversampling on SHAP-based feature attribution is also rarely
discussed. To address these research gaps, this study systematically compares four class imbalance
handling strategies using XGBoost for fake job posting detection and employs SHAP to analyze how
each strategy influences both classification performance and feature attribution patterns. The main
contributions of this study are threefold: (1) providing a systematic comparison of four class imbalance
handling strategies within a consistent experimental framework; (2) evaluating their impact on
classification performance using multiple evaluation metrics; and (3) investigating the influence of
different oversampling techniques on SHAP-based feature importance and model interpretability.

2. Literature Review

In existing machine learning research focused on the field of fraudulent job posting detection, Afzal
et al. [11] proposed that combining feature selection and resampling techniques can improve detection
performance, and noted that the class imbalance problem in recruitment datasets must be addressed;
Rafi et al. [12] found through testing that XGBoost outperforms traditional classifiers such as Naive
Bayes, with outstanding predictive performance; Kamalesh et al. [13] verified that XGBoost can
effectively process high-dimensional sparse text features, making it suitable for the classification
scenario of fraudulent job postings. These three studies share the core consensus that classifier
selection and class balance are key elements to boost detection performance. However, most existing
studies only focus on three evaluation metrics: accuracy, precision, and recall, and pay extremely little
attention to model interpretability. This field still lacks research that simultaneously tests predictive
performance and model interpretability under different class imbalance strategies. The SHAP method
can be integrated with machine learning models to analyze feature contributions and decision-making
logic [14]. It has been applied in other fields to compare different oversampling strategies, where
studies found that data balancing can alter feature attribution patterns and affect the stability of model
explanations [15], [16], [17]. For this reason, this study plans to compare SHAP explanations generated
under multiple oversampling methods to carry out a more comprehensive analysis of fraudulent job
posting detection.
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3. Method

This study uses a machine learning framework to analyze the effect of class imbalance handling
techniques on fake job vacancy detection by utilizing XGBoost and SHAP-based interpretability analysis.
The proposed framework consists of seven main stages: dataset preparation, data preprocessing,
feature extraction, class imbalance handling, classification modeling, performance evaluation, and
interpretability analysis. The overall flow of the proposed framework is shown in Figure 1.

1. Fake Job Posting Dataset
(17,880 rows)

!

2. Data Preprocessing
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- Text cleaning
- Text normalization
|
v v

. 4. Metadata Feature Extraction
3. Text Feature Extraction - telecommuting
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11. Results Interpretation & Discussion
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(Performance + Explainability Insights)

Figure 1. Research workflow

3.1 Dataset description

The fake job posting dataset used in this study is sourced from the Fake Job Posting dataset hosted
on the Kaggle platform (https://www.kaggle.com/datasets/shivamb/real-or-fake-fake-jobposting-
prediction), with the official link to the original dataset attached. It contains a total of 17,880 job entries
collected from multiple online recruitment platforms, covering text attributes such as job title and
company profile, as well as metadata related to posting characteristics. The target variable is the
"fraudulent" field, where 0 represents a legitimate job posting and 1 represents a fake job posting. This
dataset has a class imbalance problem: the number of fake samples is far smaller than that of legitimate
samples, which increases the difficulty of detecting minority class samples. This challenge has been
corroborated in existing literature [11], [12]. Table 1 summarizes the main features contained in the
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dataset that were used in the classification process. These features consist of both textual attributes
describing job postings and structured metadata representing recruitment characteristics.

Table 1. Description of features used in the fake job posting dataset

Feature Description
title Job title
company_profile Company profile
description Job description
requirements Job requirements
benefits Employee benefits
telecommuting Remote work indicator
has_company_logo Company logo availability
has_questions Screening questions
employment_type Employment type
required_experience Experience level
required_education Education level
industry Industry category
function Job function

3.2 Data preprocessing

This study conducts text mining preprocessing work on a job recruitment dataset, with core goals
of improving data quality and ensuring the consistency of feature representations: null values in text
columns are filled with empty strings, and null values in metadata are filled with 0. The preprocessing
pipeline consisted of five sequential operations: missing value handling, text concatenation, text
normalization, text cleaning, and feature extraction. We completed five cleaning operations, and
concatenated four types of core text columns to obtain complete context. A summary of the
preprocessing steps is presented in Table 2 This workflow is a general noise reduction practice used
across the field [18].

Table 2. summary of data preprocessing steps
Step Description

Missing Value Handling Missing values in text attributes were
replaced with empty strings, while missing

values in metadata were filled with 0.
Text Concatenation Four textual attributes (e.g., title, company

profile, description, and requirements)

were merged into a single document.

Text Normalization All text was converted to lowercase to
ensure consistency.
Text Cleaning URLs, punctuation, special characters,

numbers, and extra whitespace were
removed. (sesuaikan dengan notebook
Anda)
Feature Extraction Cleaned text was transformed into
numerical vectors using TF-IDF.

3.3 Feature extraction

This study adopts the core scheme of hybrid feature representation, which integrates two
categories of attributes: text and metadata. We extract TF-IDF text features from recruitment posts; to
reduce dimensionality and cut computational load, we only retain the 1500 features with the highest
information volume. The metadata includes three variables: remote work status, enterprise identifier,
and question tag identifier. These two types of features are concatenated horizontally to form the final
feature set used for subsequent classification tasks.

TF-IDF quantifies the importance of a term within a document relative to the entire corpus [19]. The
TF-IDF score is calculated using Equation (1):
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TFIDF(t,d) = TF(t,d) log (D:(t)) .

where TF(t, d)represents the frequency of term tin document d, Ndenotes the total number of
documents, and DF (t)is the number of documents containing term t.

3.4 Imbalance handling techniques

To address the class imbalance problem, four imbalance handling strategies were evaluated in this
study: Baseline (without oversampling), SMOTE, Borderline-SMOTE, and ADASYN. These techniques
represent different approaches for generating synthetic minority samples and were selected because
they are among the most widely used methods for handling imbalanced classification problems. Each
strategy was evaluated using the same experimental setup to ensure a fair comparison of classification
performance and model interpretability.

3.4.1 Baseline
The baseline scenario trains the classifier using the original dataset without applying any resampling
technique. This scenario serves as a reference for comparative analysis.

3.4.2 SMOTE

Synthetic Minority Over-sampling Technique (SMOTE) generates synthetic minority-class samples
by interpolating between minority instances and their nearest neighbors to improve class balance [20].
The synthetic sample generation is expressed in Equation (2):

Xnew = Xj T+ )\(Xnn - Xi) (2)

where x_i denotes a minority-class sample, x_nn represents one of its nearest minority neighbors, and
A is a random interpolation factor within the range [0,1].

3.4.3 Borderline-SMOTE

Borderline-SMOTE extends SMOTE by focusing synthetic sample generation on minority instances
located near decision boundaries, which are generally more difficult to classify [21]. By emphasizing
borderline samples, this method improves the classifier’s ability to distinguish between majority and
minority classes.

3.4.4 ADASYN

Adaptive Synthetic Sampling (ADASYN) is an oversampling method that adaptively generates more
synthetic samples in difficult minority-class regions to improve learning in complex decision spaces [22].
The number of synthetic samples generated by ADASYN is determined using Equation (3):

G = (N.maj — N_min) X (3)

where N_maj and N_min denote the number of majority and minority samples, respectively, and
controls the desired balancing level.

3.5 Classification model

XGBoost was used as the classification model due to its efficiency, built-in regularization, and strong
predictive performance on structured high-dimensional data [23]. XGBoost optimizes an objective
function consisting of prediction loss and regularization terms, as shown in Equation (4):

Obj = Z1(y;, §1) + Z Q(f) (4)

where | denotes the loss function and Q(f) represents the regularization term used to control model
complexity.

The dataset was split into training and testing subsets using stratified sampling with an 80:30 ratio
to preserve the original class distribution in both subsets. To prevent data leakage, oversampling
techniques were applied only to the training data, while the testing set retained the original class
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distribution for unbiased evaluation. For each imbalance handling strategy, a separate XGBoost model
was trained and evaluated under identical experimental settings to ensure fair comparison.

3.6. Experimental setup

All experiments were conducted using Google Colaboratory in a Linux-based environment
equipped with an Intel(R) Xeon(R) CPU @ 2.20 GHz and 12.67 GB of RAM. The implementation was
developed using Python 3.12.13 together with XGBoost 3.3.0, Scikit-learn 1.6.1, SHAP 0.52.0,
Imbalanced-learn 0.14.2, Pandas 2.2.2, and NumPy 2.0.2. A fixed random seed (random_state = 42) was
used during dataset partitioning, oversampling, and model training to ensure reproducibility. The
XGBoost hyperparameter configuration used in this study is summarized in Table 3.

Table 3. The XGBoost hyperparameter configuration

Parameter Value
n_estimators 200
max_depth 6
learning_rate 0.1
objective binary:logistic
eval_metric logloss
random_state 42

3.6 Performance evaluation

Model performance was evaluated using Accuracy, Precision, Recall, F1-score, ROC-AUC, G-Mean,
and Matthews Correlation Coefficient (MCC). Accuracy measures overall classification correctness,
while Precision and Recall evaluate the model’s ability to correctly identify fraudulent postings.
Precision and Recall are calculated using Equations (5) and (6), respectively:

Precision = TP / (TP + FP) (5)
Recall = TP / (TP + FN) (6)

The Fl-score provides a balanced measure between Precision and Recall and is calculated using
Equation (7):

F1 = 2 X (Precision X Recall) / (Precision + Recall) (7)

Since the dataset is imbalanced, G-Mean and MCC were additionally used because they provide more
reliable evaluation across both majority and minority classes [24]. G-Mean is calculated using Equation
(8):

G — Mean = V(Sensitivity x Specificity) (8)

MCC is computed using Equation (9):
MCC = (TP X TN — FP X FN)/\/((TP + FP)(TP + FN)(TN + FP)(TN + FN)) (9)

In fraud detection tasks, Recall is particularly important because failing to detect fraudulent postings
may cause greater harm than generating false alarms.

3.7 Explainability analysis
To interpret model prediction behavior, this study employs SHapley Additive exPlanations (SHAP),
an explainable artificial intelligence technique based on cooperative game theory that quantifies the

contribution of each feature to model predictions [25]. SHAP estimates feature contributions as shown
in Equation (10):

g(z') = @o + Z ;7 (10)

where ¢; represents the contribution of feature i to the model prediction.
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This study centers on empirical research in the fraud detection field, and adopts SHAP as its model
interpretability tool. The core rationale for this choice is that SHAP can clearly output the contribution
level of each feature, support two-level global and local model interpretation, and align with the core
requirement of model transparency for fraud detection tasks. Unlike conventional interpretability
analyses that only focus on a single final model, this study applies SHAP to all class imbalance processing
strategies, to analyze the impact of class equalization on feature contribution patterns.

The analysis proceeds in three stages: first, extract SHAP feature rankings under each strategy to
identify core influential features; second, conduct heatmap comparisons across the four model types,
namely Baseline, SMOTE, Borderline-SMOTE, and ADASYN, to visualize cross-model changes in feature
importance; third, generate SHAP summary plots for the Baseline and ADASYN models to interpret the
impact of oversampling. Ultimately, this study not only evaluates model predictive performance, but
also analyzes the impact of class imbalance processing on model interpretability and the consistency of
model explanations.

4. Results and Discussion

This section presents the experimental results and discusses the performance of the proposed
approach. The results are analyzed based on classification performance and model interpretability
under different class imbalance handling strategies.

4.1. Classification performance analysis

This section presents the classification performance of XGBoost on various class imbalance handling
strategies, namely Baseline, SMOTE, Borderline-SMOTE, and ADASYN. Performance comparisons are
performed using several evaluation metrics to comprehensively assess the model's ability to detect
minority classes and the overall classification quality.

Table 4. Performance comparison of class imbalance handling techniques for fake job posting

detection
Method Precision Recall (%) F1- ROC-  Accuracy G-Mean MCC
(%) score AUC (%)

(%) (%)
Baseline 97.16 65.77 78.44  99.18 98.25 0.811 0.792
SMOTE 86.64 77.31 81.71  98.83 98.32 0.877 0.810
Borderline- 88.05 76.54 81.89  98.94 98.36 0.873 0.813
SMOTE
ADASYN 84.77 79.23 8191 98.92 98.30 0.887 0.811

The experimental results of this study are listed in Table 4 This experiment adopted the XGBoost
model paired with four types of class imbalance handling strategies—Baseline, SMOTE, Borderline-
SMOTE, and ADASYN—to conduct a performance comparison for detecting fraudulent job postings.
Compared with the baseline, oversampling methods can improve the detection performance of
minority classes such as fraudulent posts. The baseline only had a Recall of 0.658, as its bias toward the
majority class led to an excessively high false negative rate. The optimal ADASYN strategy optimized
learning for the minority class by adaptively sampling to generate synthetic samples in hard-to-
distinguish regions, and achieved the following performance metrics: a Precision of 0.972, a ROC-AUC
of 0.992, a Recall of 0.792, an F1-score of 0.819, and a G-Mean of 0.887.

In the machine learning experiment for fraud detection conducted in this study, we compared the
performance of three oversampling algorithms: Borderline-SMOTE, Standard SMOTE, and ADASYN.
Borderline-SMOTE achieved the highest accuracy of 0.984 and MCC of 0.813 in this experiment, with
only a minor gap between its performance and that of ADASYN, which verified the value of generating
synthetic samples along the decision boundary. Standard SMOTE improved the recall and Fl-score of
the baseline model; while its performance was slightly lower than the first two algorithms, it still
enhanced the detection effect for minority-class samples.

No algorithm outperformed the others across all evaluation metrics. Aligning with the scenario logic
that the risk of missed detection is far higher than that of false alarms, this study selected ADASYN,
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which delivered the optimal balance of recall, F1-score, and G-Mean, to carry out the subsequent SHAP
analysis.

4.2. SHAP-based explainability analysis

To further understand the classification results, a SHAP analysis was conducted to examine the
effect of class imbalance management strategies on feature importance in detecting fake job postings.
This analysis also aimed to determine whether the oversampling technique caused changes in feature
contributions to each model.

Table 5. Top 10 SHAP-ranked features across different imbalance handling methods

Rank Baseline SMOTE Borderline-SMOTE ADASYN
1 has_company_logo has_company_logo has_company_logo has_company_logo
2 english team phone companies
3 companies companies team phone
4 growing english english team
5 team new new based
6 experience growing staffing english
7 new phone companies staffing
8 right based information new
9 staffing applicable growing information
10 love has_questions based applicable

This paper, based on the statistical results in Table 5, organizes the 10 core model features ranked
by SHAP values across all imbalanced data processing methods. Most of these features maintain stable
importance, with only a small number changing alongside adjustments to oversampling. The feature
“has_company_logo” consistently ranks first, acting as a strong signal to distinguish genuine from
fraudulent job postings. However, feature performance shows heterogeneity: in the baseline model,
common text features such as English, growing, and experience deliver the highest contributions. After
oversampling, the influence of fraud-linked features including phone, staffing, and information
increases significantly. This proves that oversampling can help models focus on fraud patterns and avoid
interference from generic text content.

SHAP Feature Importance Heatmap Across Imbalance Handling Methods

based 0.00 0.14 0.13 0.15
0.6
0. 0.0 0.0 0.0
-
0.0

Feature

Model/Method

Figure 2 SHAP heatmap across imbalance handling methods
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Figure 2 shows the change in feature importance through the SHAP heatmap across all class
imbalance handling methods. Based on the heatmap, the oversampling technique tends to increase the
contribution of fraud-related features and decrease the influence of some common features.
Furthermore, the SHAP value for the has_company_logo feature also increased after the resampling
process. This indicates that more balanced training data helps the model better recognize fraud
patterns, especially in minority class data.

SHAP Summary Plot for Baseline Model High SHAP summary Plot for ADASYN Model High
has_company_logo --* . . mems m— has_company_logo -i*u R —-
english [tk R -. companies * sessmemm s --‘
companies . """—-"-'—-' phone + —e——teses
growing . smgusee .’ team ----‘-—4*
team . -'* based = rmguarm. +—
experience - *——- english L AR "
new u—-—--‘ staffing ‘ L]
right —.amems e -‘ new - - —-——+
staffing ‘ . . @ information h.-b-- @
love ——— E applicable + E
finding ——e e o - '- é university - e l %
based '—+ £ service *‘-" £
digital e | digital Jo— 1
university .- - I school * e
web e -k growing — .
N entry o -
phane - computer -
engineering '- L successful 000 semmmime '
entry '.- ® eeme . duties *—-—-
oil ‘ - . . internet ‘ —
-1.0 -05 0.0 0.5 10 15 Low -1.5 -1.0 -0.5 0.0 0.5 10 15 Lo
SHAP value (impact on model output) SHAP value (impact on model output)

(a) (b)
Figure 3 SHAP summary plot comparison between baseline and ADASYN models: (a) Baseline, (b)
ADASYN

Figure 3 compares the SHAP summary plots of the Baseline and ADASYN models, representing the
model with imbalanced data and the best-performing oversampling model, respectively. In both
models, "has_company_logo" remains the most influential feature. However, the baseline model relies
more heavily on general text features, while the ADASYN model focuses more on fraud-related features
such as "phone", "staffing", and "information". This suggests that ADASYN improves classification
performance while also helping the model focus on patterns that are more relevant to fraud detection.

Overall, the SHAP analysis shows that class imbalance handling affects both classification
performance and model interpretability. These results suggest that oversampling methods, particularly
ADASYN, help the model better learn minority-class characteristics and shift its attention toward
features that are more specific to fraud.

4.3. Discussion

This study confirms that class imbalance handling is a core factor influencing the performance of
job recruitment scam detection models: the baseline XGBoost model performs well in terms of
Precision and ROC-AUC, but suffers from low Recall, leading to the problem of missing a large number
of scam job postings, which aligns with the general conclusion presented in References [11] and [18]
that models trained on imbalanced data universally tend to favor the majority class.

Among all tested class imbalance handling methods, ADASYN delivers the best performance in
Recall, F1-score, and G-Mean, and is selected for subsequent analysis; aligned with the principle that in
the job scam detection scenario, the harm of missing true scams (false negatives) is far greater than
that of false alarms (false positives), the effectiveness of ADASYN’s adaptive sampling mechanism —
which generates synthetic samples for hard-to-classify regions and helps models learn patterns of the
minority class—is verified. Compared with SMOTE, which generates synthetic samples uniformly, and
Borderline-SMOTE, which mainly focuses on minority instances near the decision boundary, ADASYN
adaptively allocates more synthetic samples to regions with higher learning difficulty. This adaptive
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strategy enables XGBoost to construct more discriminative decision boundaries for minority-class
instances, contributing to improved Recall and G-Mean while maintaining competitive overall
classification performance.

Beyond improving predictive performance, this study also demonstrates that class imbalance
handling influences model interpretability. This study extends SHAP analysis, whose conventional usage
as noted in References [12] and [19] is only to interpret a single final model, to application across
multiple class imbalance handling strategies. The results indicate that class balance not only affects
classification performance but also changes the relative importance of input features. The baseline
model prioritizes general text features such as English, growing, and experience, while after
oversampling, the model shifts its focus to scam-related features such as phone, staffing, and
information. This finding suggests that oversampling encourages the classifier to learn more
discriminative characteristics of fraudulent job postings rather than relying predominantly on generic
textual patterns. Meanwhile, has_company_logo consistently remains the most influential feature
across all methods, which is consistent with the conclusion reported in Reference [17] that class
imbalance handling can alter a model's feature learning behavior.

This study has limitations including the use of only a single dataset and the adoption of only TF-IDF
for feature representation; future research can explore transformer-based models and richer feature
representation methods to improve semantic understanding.

5. Conclusion

This study analyzes the effect of class imbalance handling techniques on fraudulent job vacancy
detection using XGBoost and SHAP analysis. The results show that the oversampling method is able to
improve minority class detection compared to the baseline model, especially in Recall and F1-score
values. Among the tested methods, ADASYN performed the best with a Recall value of 79.23%, an F1-
score of 81.91%, and a G-Mean of 88.70%, making it more suitable for fraud detection that requires
minimizing false negatives. SHAP analysis also shows that class imbalance handling not only affects
classification performance but also model interpretability. After oversampling, the model becomes
more focused on fraud-relevant features such as phone, staffing, and information, while the 24
has_company_logo feature remains the most influential feature in all models. These results indicate
that class imbalance handling strategies play a significant role in improving both the accuracy and
interpretability of fraudulent job vacancy detection systems.
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